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ABSTRACT
Most work on requirements in the area of authentication
protocols has concentrated on identifying requirements for
the protocol without much consideration of context. Little
work has concentrated on assumptions about the environ-
ment, for example, the applications that make use of authen-
ticated keys. We will show in this paper how the interaction
between a protocol and its environment can have a major
e�ect on a protocol. Speci�cally we will demonstrate a num-
ber of attacks on published and/or widely used protocols
that are not feasible against the protocol running in isola-
tion (even with multiple runs) but become feasible in some
application environments. We will also discuss the trade-
o� between putting constraints on a protocol and putting
constraints on the environment in which it operates.
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1. INTRODUCTION
Contrary to what may sometimes seem the case from ob-
serving the academic literature, protocols do not run in a
ping-pong fashion in complete isolation. In reality, protocols
are typically run in a complex environment that includes a
collection of protocols that run under varying circumstances
or possibly based on the preferences of the principals run-
ning the protocol. In addition, one must consider not only
the context of other runs of the protocol but also the poten-
tial interactions of various sub-protocols of a single protocol.
Perhaps most surprisingly, one must consider the application
environment of a protocol, even to evaluate the security of
the protocol itself (irrespective of the security of the appli-
cation).

�This research was partly funded by the O�ce of Naval Re-
search.

This paper demonstrates, via some attacks on well-established
protocols, the dangers of ignoring the environment (which
includes all other protocols that may be running concur-
rently with the protocol in question) when analyzing the
security of authentication and key-exchange protocols. We
�rst recall (in Section 2) two known attacks. Even though
these attacks focus on a protocol run in isolation, they make
our point that when analyzing one protocol (or sub-protocol)
one must keep in mind the environment in which this pro-
tocol is expected to run. The �rst attack demonstrates
that separately analyzing sub-protocols of a given protocol,
without making sure that the composition of the two sub-
protocols is secure, is dangerous. The second attack concen-
trates on the danger in several concurrent runs of the same
protocol. In Section 3 we describe an attack that demon-
strates possible weaknesses that arise from bad interactions
between a key exchange protocol and an \application proto-
col" that uses the key. The possibility of limiting the class
of protocols that may securely run together with a given
protocol is examined in Section 4. We conclude with some
discussion in Section 5.

2. PROTOCOL COMPOSABILITY
A �rst example that illustrates the danger of separately an-
alyzing sub-protocols of a larger protocol is taken from [14]
which in turn discusses an attack, �rst described in [2], on
a very early version of SSL. The early version included an
optional client authentication phase in which the client's
challenge response was independent of the type of cipher
negotiated for the session, and also of whether or not the
authentication was being performed for a reconnection of
an old session or for a new one. Moreover, this version of
SSL allowed the use of cryptographic algorithms of various
strength (weak algorithms for export and stronger ones for
domestic use), and it was not always clear by inspection
of the key whether weak or strong cryptography was being
used. This allowed the following attack (note that in this
version of SSL, session keys were supplied by the client):

1. A key K is agreed upon for session A using weak cryp-
tography.

2. Key K is broken by the intruder in real time.

3. The client initiates a reconnection of session A.

4. The intruder initiates a new session B, pretending to



be the client, using strong cryptography together with
the compromised key K.

5. As part of the connection negotiations for session B,
the server presents a challenge to the client. The client
should return a digital signature of both K and the
challenge. The intruder can't do this itself, but it can
pass the server's request on to the client, who will take
it to be part of the reconnection negotiations for ses-
sion A, and produce the appropriate response. The
intruder passes the response on to the server as part
of the session B negotiations, and the protocol com-
pletes.

6. If the client would have been given access to special
privileges as a result of using strong cryptography, this
could lead to the intruder gaining privileges that it
should not be able to have by breaking the key K.

This attack involves a confusion of the reconnection proto-
col with the connection protocol. Thus, it is an example of
a failure of composition which would not have been found
if the two protocols had been analyzed separately. Authen-
tication protocol analysis often assumes that cryptography
is \perfect" (i.e., modeled as a black box) and that keys are
not broken directly. However, this protocol explicitly distin-
guishes between strong and weak cryptography, thus explic-
itly addresses relative invulnerability to key compromise. In
any case, vulnerability of later authentications because of
earlier session key compromise has long been recognized as
a problem protocols should avoid [5].

The attack is a failure of an authentication requirement
called matching histories [6]: \in all cases where one party,
say Alice, executes the protocol faithfully and accepts the
identity of another party: at the time that Alice accepts
the other party's identity (before she sends or receives a
subsequent message), the other party's record of the partial
or full run matches Alice's record." Speci�cally the (com-
posed) protocol fails to satisfy matching histories because
the client's record of the protocol shows a request to use
weak crypto, but the server's record shows a request to use
strong crypto.

Later versions of SSL �xed the above problem by including
signed hashes of all messages previously sent in a given pro-
tocol round. This prevents an attack on the histories of the
runs. Note the subtlety here. If the hashes were authen-
ticated by using the session key, then the protocol would
appear to satisfy matching histories. However, an adver-
sary strong enough to break K under weak crypto could
then spoof an authentication of K for the client using strong
crypto, thus violating matching histories.

A protocol that was designed to meet the matching histories
requirement was given in [6]. In this station-to-station (STS)
protocol, a publicly known appropriate prime p and primi-
tive element � in GF (p) are �xed for use in Di�e-Hellman
key exchange. Parties A and B use a common signature
scheme: sU [�] indicates the signature on the speci�ed ar-
gument using the private signature key of party U . f�gK
indicates the symmetric encryption of the speci�ed argu-
ment under key K. Public key certi�cates are used to make

the public signature keys of A and B available to each other.
In a one-time process prior to the exchange between A and
B, each party must present to T his true identity and public
key (e.g., IDa, Ka), have T verify his true identity by some
(typically non-cryptographic) means, and then obtain from
T his own certi�cate. The protocol is as follows. (Here the
public parameters are a �nite group of large prime order,
and a generator, �, of this group. All exponentiations are
done in the group arithmetic.)

1. A generates a random positive integer x, computes
Ra = �x and sends Ra to a second party, B.

2. Upon receiving Ra, B generates a random positive in-
teger y, computes Rb = �y and Kab = (Ra)

y.

3. B computes the authentication signature sb[Rb; Ra]
and sends to A the encrypted signature Tokenba =
fsb[Rb; Ra]gK along with Rb and his certi�cate Certb.
Here `,' denotes concatenation.

4. A receives these values and from Rb computes Kab =
(Rb)

x.

5. A veri�es the validity of B's certi�cate by verifying the
signature thereon using the public signature-veri�cation
key of the trusted authority. If the certi�cate is valid,
A extracts B's public veri�cation key, Kb from Certb.

6. A veri�es the authentication signature of B by de-
crypting Tokenba, and using Kb to check that the sig-
nature on the decrypted token is valid for the known
ordered pair Rb; Ra.

7. A computes sa[Ra; Rb] and sends to B her certi�cate
Certa and Tokenab = fsa[Ra; Rb]gKab

.

8. A sets Kab to be the shared key with B in this ex-
change.

9. Analogously, B checks Certa. If valid, B extracts A's
public veri�cation key Ka and proceeds.

10. Analogously, B veri�es the authentication signature of
A by decrypting Tokenab, and checking the signature
on it using Ka and knowledge of the expected pair of
data Ra; Rb.

11. Analogously, B sets Kab to be the shared key with A
in this exchange.

Lowe argued in [13] that this protocol is subject to attack.

Speci�cally:

Message 1 A! CB : Ra

Message 2 C ! B : Ra

Message 3 B ! C : Rb; fsb[Rb; Ra]gKab

Message 4 CB ! A : Rb; fsb[Rb; Ra]gKab

Message 5 A! CB : fsa[Ra; Rb]gKab



Here, message 1, 4, and 5 are a protocol run that Alice at-
tempts to run with Bob, but that Charlie attacks. Messages
2 and 3 are a (partial) protocol run that Charlie initiates
with Bob. This is an attack according to Lowe because Al-
ice believes (correctly) that she is running the protocol with
Bob. But, Bob believes that he is running the protocol with
Charlie. Lowe considers this to be an attack \since A ends
up holding incorrect beliefs". For reasons such as this, Lowe
considers matching histories to be an insu�ciently strong re-
quirement. He proposes a requirement he later called agree-
ment : whenever an agent A completes a run of the protocol,
apparently with B, then B has recently been running the
protocol, apparently with A, and the two agents agree upon
who initiated the run, and agree upon all data values used
in the run; further there is a one-one relationship between
the runs of A and the runs of B. (If we take the one-one
requirement as implicit in the matching-histories de�nition,
then agreement is just matching histories where the proto-
col initiator and responder must always be speci�ed in the
record of all principals.)

Whether or not the above is correctly called an attack may
be argued. The failure of agreement is clear. However, Al-
ice ends up holding incorrect beliefs only if she forms the
incorrect belief that Bob believes he has been running the
protocol with Alice. There is no speci�c reason to attribute
such a belief to Alice here, other than to say she would be
wrong in holding it. Nonetheless, if we consider the protocol
in composition with its environment, then an attack may be
possible. We consider the e�ect of composing protocols with
di�erent environments in the next section.

3. APPLICATION ENVIRONMENTS
Until now, our discussion of composition has involved either
interleaved runs of a protocol with itself or of di�erent sub-
protocols of a protocol. But what about other distinct pro-
tocols that may be running alongside of the one being con-
sidered? This concern may potentially be \brushed aside"
by requiring that the protocol in question be the only pro-
tocol of its kind (authentication, key-exchange, etc.) to be
run in the system. This way, one may not have to consider
the potential interactions of di�erent protocols because only
one protocol (possibly with subprotocols) is permitted to
run in a given context. (An exception to this assumption
and analysis of the resulting implications was given in [11].)
This may be a reasonable assumption to make in some cases.
However, even if we can assume our protocols to be running
in isolation we must still contend with the applications that
make use of the authenticated keys that were established
using the protocol in question.

Consider the following \application protocol" that uses shared
keys. Here principals authenticate by encrypting a chal-
lenge. To be a bit more vivid, consider an environment in
which monitoring devices establish authenticated communi-
cations with a server. Perhaps these are used like watch keys
to indicate that an actual person is present at the location
of the device; someone must physically engage the device
in some way for it to operate. The server might send out
a nonce challenge, and the monitoring devices would then
encrypt the challenge to prove that a person was present to
operate the monitor. Assume that monitors initiate contact
with the server. So the application would be something like.

Application Message 1 B ! A : challenge

Application Message 2 A! B : fchallengegKab

Now, suppose that this application protocol uses STS to es-
tablish session keys. Also suppose that monitors are not ex-
pected to recognize or test the format of the challenge in any
way. This is perhaps reasonable since the challenge should
be unpredictable and the authentication gives the monitor
credit rather than responsibility [1]. Let us now consider
the STS protocol and the putative attack given above. The
attacker C has access to Ra and Rb as plaintext. Thus,
once the protocol has completed with A, CB could send to
A the challenge sc[Ra; Rb]. To which A would respond with
fsc[Ra; Rb]gKab

. That is, after the application challenge and
response of

Application Message 1 CB ! A : sc[Ra; Rb]

Application Message 2 A! CB : fsc[Ra; Rb]gKab

the following message may be added to the Lowe attack:

Message 6 C ! B : fsc[Ra; Rb]gK

This way, the above debatable attack by Lowe is turned into
a clear attack with more signi�cant consequences. That is, C
can now use the resulting message to complete the protocol
run begun with B. Consequently, from now on, anytime
B issues a challenge, credit for encryption of it with Kab

will be given to C rather than to A. Whether or not the
Lowe attack indicates an inadequacy of matching histories
to capture practical authentication goals, this attack would
seem to do so|in the presence of such an application.

One possible solution would be to strengthen the protocol to
include the name of the intended recipient of each message
within the signature. In fact, this is the revision suggested
by Lowe in [13]. STS so strengthened appears to satisfy
agreement.

Another possible solution is to restrict the application envi-
ronment in some way. For example, in the case of the STS
protocol, we could require that any protocol that makes use
of a key generated by an instance of the STS protocol would
need to apply some transformation to it �rst, such as a hash
function. This is indeed what is done in Krawczyk's [12]
SKEME protocol, which is based on STS. We consider the
implications and limitations of environmental requirements
in the next section.

4. ENVIRONMENTAL REQUIREMENTS
Restricting the application environment is obviously more
di�cult to control or specify than the security protocol, so
we should justify the need for such a move before we con-
sider it. Are there examples of attacks on protocols that
satisfy agreement? One example of such was �rst given by
Davida long ago [4] and later generalized in [10]. Although



neither of the papers explicitly notes the connection, the
idea relies on a concept similar to blinding in the sense of
Chaum [3], who used it very e�ectively in in the design of
anonymous payment protocols. A public-key encryption is
blinded so that the intended recipient gets unrecognizable
garbage upon decrypting a message and discards the result
as worthless. If the attacker is able to obtain this discarded
message, he can then apply the blinding factor to obtain the
plaintext.

The attack applies to the RSA cryptosystem, which encrypts
a message m by raising it to a public exponent e modulo a
public modulus N = p � q, where p and q are two primes.
Only someone who knows the secret factorization is able to
compute d so that md�e = m mod N , and so decrypt the
message.

The attacker A proceeds by �nding an encrypted message,
me mod N , that may have previously been sent to a prin-
cipal B using B's public key e and N . The attacker �rst
computes xe mod N for some x and proceeds as follows:

A! B : me � xe = (m � x)e mod N

B receives the message and decrypts it to obtain m�x. Since
this looks like garbage to B, he discards it. If the message
is discarded in such a way that the attacker A can �nd it, A
can then multiply it by x�1 mod N to obtain the secret m.

In one sense, this protocol satis�es agreement, since A and
B agree on the messages that were sent between the two
parties, and on who they were sent to. In another sense,
it does not, since A and B disagree on the meaning of the
messages sent. Since B \responds" to a nonsense message
by putting it in a place where A can �nd it, this semantic
form of disagreement can have serious consequences.

We can prevent problems like this by requiring that people
secure their garbage bins|to use the Joye-Quisquater term.
If we did this and required protocols to satisfy, not just
agreement in Lowe's sense, but also that principals never
send anything in response to an improper protocol message,
it would seem that we could be free of such questions.

Such an approach was taken in [8] with the introduction of
extensible-fail-stop protocols. These e�ectively require that
agreement can be checked on each message as it is received.
Active attacks on a message therefore cause any later mes-
sages not to be sent. Also, protocols that are extensible-fail-
stop can be arbitrarily composed. (Similar concepts were
discussed in [9].)

To illustrate, here is a variant on the Needham-Schroeder
shared-key protocol, made extensible-fail-stop.

Message 1 A! S : (A; S; Ta; NSSK;R; 1; B);

fh(A; S; Ta; NSSK;R; 1; B)gKas

Message 2 S ! A : (S;A;NSSK;R; 2)

fh(S; A;NSSK;R; 2);

(Kab; B; fh(S;B; Ts; NSSK;R; 3); (Kab; A)gKbs
)gKas

Message 3 A! B : (S;B; Ts; NSSK;R; 3);

fh(S; B; Ts; NSSK;R; 3); (Kab; A)gKbs

Message 4 B ! A : (B;A;NSSK;R; 4);

fh(B;A;NSSK;R; 4); NbgKab

Message 5 A! B : (A;B;NSSK;R; 5);

fh(A;B;NSSK;R; 5); NbgKab

For each message, a hash of the message parameters is en-
crypted together with message data using a key shared be-
tween the sender and receiver. Parameters indicate the
sender and receiver, possibly a timestamp, a protocol identi-
�er (we assume for convenience that there is only one version
of NSSK), a unique and unpredictably generated protocol
round identi�er, R, a message sequence identi�er, and rele-
vant data. Thus in the �rst message, Alice tells the server
that she would like to establish a session key with Bob. The
server is assumed to keep a list of previously used round
identi�ers within the lifetime of the timestamp, Ta and to
check that R is not on that list. It should be clear that this
protocol is extensible fail-stop, i.e., that the recipient of each
message can completely determine that s/he is receiving the
next appropriate message in the protocol. Thus, there is
no possibility either of using this protocol as an oracle to
generate messages or of inserting a message from another
protocol (or from an earlier part of the same protocol) and
having it accepted as legitimate. This is therefore about as
strong a requirement as one could impose on a protocol it-
self. Nonetheless, if the application environment is not also
restricted in some way, the protocol is subject to attack.

Suppose that an application allows \eager" use of keys be-
fore the protocol has been completed. Only if the authen-
tication protocol does not complete within some reasonable
timeout is there an alarm or noting of anomoly in the logs.
This eagerness might be all the more reasonable if the pro-
tocol distributing the keys is extensible-fail-stop and as ex-
plicit as this one. In this case, there would seem to be no
possibility of mistake about who the session key is for, who
the relevant principals are, or the roles they each play (i.e.,
initiator or responder). But, allowing eager use of keys in
an application such as the monitor example described above
could be used to attack the protocol.

Speci�cally, when Alice begins NSSK for a session with Bob,
the attacker prevents the third message from arriving. Then,
for the application challenge-response he produces:

Application Message 1 CB ! A :

h(B;A;NSSK;R; 4); Nb

Application Message 2 A! CB :

fh(B;A;NSSK;R; 4); NbgKab

The attacker uses the response from Alice for the fourth mes-
sage in NSSK, and intercepts the �nal message from Alice to



Bob. Alice will now be spoofed into thinking she has com-
pleted a handshake with Bob when Bob was never present,
with all the potential implications previously discussed.

Note that the original Needham-Schroeder shared-key pro-
tocol is just as vulnerable to this attack (and others as well).
We have strengthened it to be extensible-fail-stop to show
that even such a strong requirement on protocol authenti-
cation may not be adequate to preclude failure if the envi-
ronment is not somehow restricted.

5. DISCUSSION
We have given a set of increasingly rigorous de�nitions of
security and shown how they can be subverted by interac-
tion with a carelessly designed environment. The obvious
question arises: are there conditions that we can put on an
environment so that we can guarantee that it will not sub-
vert the goals of a reasonably well-behaved protocol? Some
rules of thumb are suggested by the examples we have cited.

RoTh 1. The environment should not use protocol keys or
other secrets in unaltered form.

Thus, in the attack on STS above, the session keyKab should
not be the same key as the key K used internally in the STS
protocol. In fact, the two keys should be \cryptographi-
cally independent". For instance, let Ksts = PRFK(0) and
Kab = PRF (1), where PRF is a pseudorandom function.
Now, use Ksts to encrypt the STS messages, and use Kab as
the session key. We remark that this technique for guaran-
teeing the \virginity" of the session key is used in SKEME
[12] and in IKE, the Internet Key Exchange protocol (de-
scribed in [7]). The concept underlying this principle has
not only been used in the design of protocols such as IKE
and SKEME but also in proving theoretical results about
protocol composition [15].

RoTh 2. Secrets used in a protocol, even potential or ob-
solete secrets, should not be revealed by the environ-
ment.

Such a requirement would have prevented the blinding at-
tack noted by Davida that we descibed above. Also, a ver-
sion of NSSK that kept R secret and whose environment
satis�ed this requirement would not be subject to the above
attack. Note, however, that this is a strong environmental
requirement, and can be somewhat o�set by the protocol
requirement that release of outdated secrets should have no
e�ect on a protocol's security. This is basically the protocol
requirement of perfect forward secrecy , described in [6].

RoTh 3. Values established during a protocol run should
not be used in applications by a principal before that
principal completes his run.

This one might seem obvious, but as we saw above, such ea-
ger use might involve a key that has been released at most to
valid principals, and so appear harmless. Also, this might be

an onerous requirement if applications have tight real-time
constraints that would be hard to meet if they must wait for
the authentication protocol to �nish. And, the above attack
on NSSK would be prevented not just by this rule, but by
any one of the three rules of thumb we have stated.

This observation leads to further questions: Is there a mini-
mal set of requirements that we can put on an environment
such that the various types of protocol requirements that we
have described will guarantee security? If so, is it unique?
If so, what is it? If not, what are the possibilities? Etc.
Clearly, it is possible for any protocol to generate an envi-
ronment that will subvert its security goals; the environment
that releases all secrets will do the trick. But it seems reason-
able to expect, that by using some combination and augmen-
tation of the rules of thumb that we have already described,
we should be able to come up with requirements for environ-
ments in which the di�erent de�nitions of protocol security
in isolation would also guarantee security in combination
with the environment. Moreover, although in this paper we
have limited ourselves to attacks involving interactions be-
tween protocol messages, we realize that the environment
that a protocol depends on includes much more, including
sound random or pseudo-random number generation, secure
access control for keys, and the behavior and assumptions
of users interacting with the system, which could also be
brought into play. In summary, we believe that the study of
the interaction of a security protocol with its environment,
and the interaction of protocol requirements with environ-
mental requirements is a potentially rewarding one of which
we have only scratched the surface in this brief study.
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