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Abstract

Becauseof time andbudgetconstraints,organisa-
tions are turning more and more to Commercial-
Off-The-Shelf(COTS) softwareratherthandevel-
oping in-housesoftware. This situationgives rise
to greatconcernsover safety, security, and relia-
bility in critical information systems. This paper
presentsa researcheffort to help managethe risk
associatedwith COTS integration throughthe ex-
ploitationof a dynamicmonitor. Thestrategy con-
sistsof insertingappropriatedriversto control ac-
cessesto critical resources:�les, communication
ports,the Registry, andthe creation/destructionof
processesandthreads.A prototypemonitorcalled
DaMonhasbeendesignedanddevelopedto run in
Windows NT on an Intel box, to demonstratethe
feasibility of reactive monitoringto meeta formal
securityspeci�cation.

1 Intr oduction

A setof tools to circumscribeharmful effectsand
evento eliminatethemwould bea signi�cant asset
in an environmentrequiring tight control of secu-
rity. With theincreasinglyhighuseof Commercial-
Off-The-Shelf(COTS)software,it is imperative for
many organisationsto assurethemselves that any
out-sourcedproduct will meet strict standardsof
safety, security, and reliability. One hasno guar-
anteesthatapieceof softwaredoesnotcontainma-
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liciouscodeor thatit doesonly whatit is supposed
to do. For example,an applicationcould be send-
ing private information without consent. Even if
the programspeci�cationsdo not includesending
informationexternally, proof that it doesnot do so
is hardto comeby.

Even in this simpleexample,it appearsobvious
thatsomeform of proofof goodconductis required
from the vendor. It is the authors'belief that this
is possiblein the long term. The certifying com-
piler, describedvery brie�y below, is onesolution.
In the absenceof this proof or collaborationfrom
thevendor, othertoolsareneededto checkandcon-
trol this kind of maliciousbehaviour in alreadyin-
stalledsoftware. At that time, of course,only the
executablecodeandits accompanying compiledli-
brariesareavailable,a fact which further compli-
catesmatters.

To dealwith this problem,in 1997the Defence
ResearchEstablishmentValcartier (DREV) con-
tracteda study by the Language,Semantics,and
Formal Method (LSFM) group at Laval Univer-
sity. The presentMaliCOTS projectteamconsists
of about12 graduatestudents,four professors,and
two DREV scientists.Theplatformchosenfor the
projectis Windows NT runningon anIntel box.

In this research,maliciousis de�ned as every-
thing thatdoesnot complywith thestricturesof an
explicit securitypolicy — aclearandprecisestate-
mentof whatconstitutesgoodor badbehaviour and
of whatis allowedor not. Startingwith this de�ni-
tion, preliminarystudiesidenti�ed threemainareas
for investigation:

1. Certifyingcompilers



2. Staticanalysisof executables

3. Dynamicanalysisof executables

The �rst areais the mostpromisingin the long
termsinceit workson sourcecode,whichprovides
the greatest�e xibility. This approachtries to ex-
tract enoughinformation from the target program
sourcecode to allow formal veri�cation, without
compromisingtheintellectualpropertyrightsappli-
cableto thecode[3].

The secondapproachis severely limited since
onedoesnot usuallyhave accessto COTS source
code,anddisassemblingsuchsoftwareposeslegal
problems.Nonetheless,someinvestigationsarebe-
ing madeby theteamto adaptstaticanalysistech-
niquesto assembly-languagesourcecode.

The third set of techniqueshas three possible
facets. One is to build a kind of virtual machine
that will checkevery instructionexecutedby the
processorfor validity [12]. This approachhasthe
samelimitationsasstaticanalysissinceit worksat
assemblylevel. It hasanotherlimitation: runtime
overhead.A secondfacetis to dolog analysis.This
tactic hastwo major �a ws: (1) it is highly limited
by what the systemcan log, althoughit is possi-
ble to extendthatcapability;(2) it is only reactive,
sinceone cannotlog what hasnot yet happened,
thusit is ratherlimited in its ability to preventsome
undesirableactionfrom occurring. The third facet
is to build a tool to monitor critical resourcesfor
maliciousactions. In this case,a securitypolicy
canbewritten to tell thesystemwhat is andis not
allowed. This is theapproachpresentedin this pa-
per.

This paperis divided asfollows. The next sec-
tion presentsthemotivationsbehindtheuseof such
a monitor. Section3 discussesrelatedwork. The
fourthsectionintroducestheessentialWindowsNT
informationfor thiswork. Section5 presentsthear-
chitectureof the monitor. Section6 explains the
securitypolicy languageunderdevelopment. Fi-
nally, Section7 highlightsa prototypethat imple-
mentstheseideas.

1.1 Link with Requirements

The main goal of the MaliCOTS project is to de-
velopCOTScerti�cation tools.The�rst ideawasto

usethesetoolsin a certifying environmentwherea
COTSsoftwarewould bethoroughlytested,before
deployment,to seeif it meetsrequirements.There-
fore, dependingon the availability of sourcecode
or executablefrom theCOTS provider, a combina-
tion of static/dynamictoolsor acertifyingcompiler
couldbeused.

Theprototypedescribedin thispapercanbeused
to monitora programexhaustively while it is being
testedandit it designedto helpwrite a tailoredse-
curity policy speci�c to theprogramundertest,as
will beshown in theexamplesof Section7.6.

2 Moti vations for a Dynamic Mon-
itor

Staticanalysisandcertifying compilersarepower-
ful techniquesto providesomeassurancethatapro-
gramwill respectcertainproperties.Thetwo tech-
niquesare quite similar in that they both analyse
a programfully beforeits execution. Thereis no
overheadat runtimeandit is muchmoreeffective
to verify a large setof inputsthis way thanto run
theprogramfor eachelementof theset.

However, therearecaseswherethesetwo tech-
niquessimply cannotdetermineif a pieceof code
respectscertainproperties.For instance,if abranch
in the programdependson userinput, thereis no
wayto decidestaticallyif it will besafefor all pos-
sible inputs. Another example is the casewhere
a programlegitimately copies�les received asin-
put. It is dif�cult, even impossible,to certify stat-
ically that sucha programwill never copy a pro-
tected�le to anunprotectedzone,sinceall depends
on the type of �le treatedat runtime. Thereare
alsosomemathematicalundecidabilitiesintrinsicto
thesetechniques.Lastly, therearemany typesof
maliciouscodethatneednot bepresentin thepro-
gramat thetimestaticanalysisandcertifyingcom-
pilerscanbeapplied,includingvirusesthatwill at-
tackaftertheprogramhasbeentestedandcerti�ed.

Dynamic monitoring, on the other hand, can
makeuseof all theinformationonwhatis goingon
in aprogramatany giventime. Althoughcomplete
monitoring is tedious,error-prone,and introduces
often-unacceptableoverhead,the limited monitor-
ing presentedhereis attractive.



The idea is to superviseandcontrol only those
speci�c resourcesthatplay a role in theoverall se-
curity of theoperatingsystem.In effect,theoperat-
ingsystemis “wrapped.” Traditionally, only critical
applicationshave beenwrappedthis way, leaving
theoperatingsystemandall otherapplicationsde-
fenceless.This makesasmuchsenseasleaving a
top-secretdocumentin a safe,but leaving thesafe
in a public placewhereanybody hasaccessto it.
Sooneror later, someonewill crack the safeand
get to the documentor, moredrastically, someone
will take the safeand hide it. Either way, access
to the documentis compromised.In the proposed
approach,all applicationscanbeprotectedequally,
becausethemonitorseesandcanstopall accessto
critical resources.Plus,thelevel of protectionis not
compromisedif somethingsinisteris addedto the
programat runtime: a maliciousactionis blocked
no matterwhatits source.

As will beshown in thenext section,many com-
mercial productsare available that use dynamic
monitoring. Unfortunately, from experience,none
of themusesthe techniquevery effectively. These
toolsseemto beonly adhocsolutionsdevelopedas
quick answersto a perceived growing needin the
computeruserpopulation. They lack a theoretical
andcoherentbackground,which the currentwork
triesto provide.

3 RelatedWork

Thissectionpresentsrelatedwork in dynamicanal-
ysisonly. For a survey of maliciouscodedetection
techniquesin general,see[2].

Ironically, therearesomecommerciallyavailable
solutionsto theproblemof COTSsecurity, but most
arederivedfrom solutionsthataddressnetwork se-
curity. A survey of thesealongwith aclassi�cation
may be found in [12]. Theclassi�cationhasthree
categories:

1. Firewall: A tool thatcontrolscommunication
portsaccordingto certainrules.eSafeProtect
Desktopusesthistechnologyto blockcommu-
nicationports.

2. Sandbox:Popularisedby Java, this technique
enclosesan applicationin a virtual environ-

ment in which, theoretically, it cannotcause
harm. eSafeProtectDesktopalso usesthis
technologyto preventselectedprogramsfrom
accessingspeci�cally enumeratedresources.

3. Scanning:Much likevirusdetectiontools,ap-
plications are scannedfor known sequences
of maliciouscode. Finjan's Sur�nShield and
Trend Micro's PC-cillin both use this tech-
nique.

The �rst techniqueis necessaryin a secureen-
vironment. However, it hasmajor limitations. It
cannotprotectfrom anything that passesthe bar-
rier. Therefore,it will notprotectagainstmalicious
applicationsthat are installed from CD-ROMs or
othernon-communicationsources

Thesecondapproachis promising,but somesay
it is too complex to provide goodsecurity[6]. The
authorsdisagreewith this opinion but agreethat
a soundandsomewhat formal methodologyis re-
quiredto build thesandboxandits rules.Themon-
itor presentedin this paperis a derivative of the
sandboxtechnique.

Thelastapproachhasproventimeandtimeagain
to be ineffective, yet it is by far themostcommon
techniqueusedin commercialtools.Known attacks
canbescanned-forquickly andeasily, so thetech-
niqueshouldprobablybeusedin someform, but it
cannotprotectagainstunknown attacks,andgath-
ering all known attacksignaturesin a databaseis
error-proneatbest.

Thisis why researchershavefor yearsbeenlook-
ing for amoreproactive approach.

TheNaccioproject[4] addressestheproblemby
building tools that take as input an untrustedpro-
gramand speci�cation �le andproduceas output
a new programthatbehavesexactly like theorigi-
nalprogrambut with aguaranteethatit satis�esthe
safetypolicy. This approachhassomeform of dy-
namicchecking,but it is mostlystatic.Theinterest
of thisapproachfor thecurrentwork is thatpolicies
arede�ned in termsof abstractresourcemanipula-
tions.

Balzer[1] useswhathecallsconnectors to inter-
ceptthe�o w of communicationsbetweentwo mod-
ules. Balzerinstrumentssystemcalls to beableto
captureandreplaythemessagesthatareexchanged
by the different modulesof an architecture.This



approachis similar in a senseto what this work is
trying to achieve. However, Balzerworksatamuch
higher level and is not concernedmuch with the
possibilityof goingaroundthoseconnectors,which
would defeatthe purposeof usingsucha tool for
securityreasons.

4 Ar chitecture of Windows NT

This sectioncoverstheaspectsof Windows NT ar-
chitectureneededto implementa monitor suchas
theonepresentedin thispaper. Theintentionis not
to explain this architectureexhaustively but rather
to situatethepresentwork within it.

Solomon[14] presentsWindows NT by explain-
ing its operations,interactionsand components.
The designersof Windows NT built a layeredar-
chitectureto allow componentmodularity, one in
whicheachcomponenthasapreciserole to play.

Oneof thesigni�cant aspectsof thedesignis the
approachto security. Windows NT separatesthe
user-applicationenvironmentfrom thekernelenvi-
ronment.Userapplicationshave theirown reserved
environmentandit is forbiddenfor an application
to reachtheenvironmentof another.

However, this restriction doesnot apply when
codeis executedin kernel mode: componentsof
thekernelcanreachany environment,readingdata
from or writing datato any application.

This lastcharacteristicis verysigni�cant sinceit
is thecauseof many of thevulnerabilitiesin Win-
dows NT. A maliciousprogramthatcansucceedin
executingkernel codehascompleteaccessto the
operatingsystemandall applications.

A seriesof articles on the kernel components
of Windows NT by Russinovich [7, 8, 9, 10, 11]
explains their operationsprecisely. He also de-
signedtools to monitor thesecomponents.These
tools,mostof themwith sourcecode,areavailable
at http://www.sysinternals.com . File-
mon, Regmon, Pmon, and TCPView are among
them. Respectively, they allow the user to mon-
itor accessesto �les (hard disk, RAM disk, CD-
ROM, �oppies, namedpipes,andthemail slot),ac-
cessesto the Registry (the con�guration database
of Windows NT), the managementof processes
andthreads,andtheTCPandUDPcommunication
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Figure1: Windows NT Architecture

ports.Studyof thesetoolscangreatlycontributeto
one's comprehensionof theWindows NT architec-
ture.

Figure 1, reproducedfrom the Microsoft Win-
dows NT Server ResourceKit documentation[5],
highlights the Input/OutputManagercomponent,
centralto themonitor's architecture.It is important
to notethe differentdriversneededto processI/O
requests,sincemostof the currentwork concerns
thesedrivers.

4.1 Typesof Dri vers

Conceptually, there are two levels of drivers in
Windows NT. Low-level drivers are attacheddi-
rectly to a device suchas a hard disk or a sound
cardandareresponsiblefor themanagementof the
hardware. High-level driversare thosewith more
generalfunctions,suchas the File SystemDriver
(FSD).This driver receivesrequeststo access�les
anddistributesrelevant tasksaccordingto the �le
systemin place,the partitionsandthe equipment.
In all cases,it is possibleto designa driver to re-
placeanotherdriver. Theadditionof a driver under
Windows NT makesit possibleto interveneat var-
ious levels. In practice,this introducesa third type
of driverscalledintermediatedrivers.

Intermediatedriversaretargetedin thework de-



scribedbecausethey can�lter accessrequests.The
designof this type of driver is different from the
othertwo becausethey arenot concernedwith cer-
tain functionssuchastheinitialisationof hardware.
It is enoughto de�ne the variousfunctionsandto
attachthedriver to thedriverdirectlybelow. In this
way, theaddeddriver can�lter accessrequestsbe-
fore they aretransmittedto a lower driver.

Therearethreetypesof intermediatedriver. The
genericdriver usesthe standardcalls of the I/O
Managerto sendrequeststo other drivers. The
second,the �lter , is transparentand interceptsre-
questsmadeto other drivers, also using standard
I/O Managercalls. The third type is the joined
driver, which forms a pair with anotherdriver and
interactscloselywith it acrossaprivateinterface.

Choosingthe right type of driver is signi�cant
becausethe designof the monitor dependson the
typeor typesused.

A driver supervisingaccessesto �les, for in-
stance,is regardedasa�lter becauseits roleis to in-
terceptrequestsaddresseddirectly to thedriver be-
low. Figure2 shows anexampleof layereddrivers.
This examplerefersto the �le system�lter driver
andis explainedfurtherin Subsection5.2.

5 Ar chitecture of the Monitor

To develop an effective monitor, it is necessaryto
correctlyidentify thecritical resourcesto be mon-
itored, to make surethat a resourceguardis well-
positionedto receiveall signi�cant events,to create
anexpressive andcompletelanguageto statesecu-
rity policies,andto ensurethattheimplementation
is safe— memorymanagement,type, stack,etc.
— anddoesexactly what it is supposedto do, and
no more— accordingto a de�ned codeof conduct
calledasecuritypolicy.

5.1 Identi�cation of Critical Resources

Critical resourcesareusuallyrecognisablebecause
they containsigni�cant or strategic information.A
�le containingall passwordscanberegardedassig-
ni�cant information, whereasaccessto thecreation
of processescould be regardedas strategic infor-
mation.

Although the inherentcriticality of a particular
resourceis usually easily appreciated,this judg-
ment must often be adjustedto accountfor the
threatsto which it is likely to beexposed.

OnMicrosoft'ssecuritywebsite(http://www.
microsoft.com/security ), usersare warned
about the discovery of new typesof attackmade
againstthe�rm' sproductsandthesolutionsto these
vulnerabilities. The U.S. ComputerEmergency
ResponseTeam(CERT, http://www.cert.com )
and its Canadianequivalent CanCERT (http://
www.cancert.ca ) also disseminateinformation
aboutnetwork securityincidents.Anotherresource
to learnaboutnew attacksis theCommonVulner-
abilities and Exposures(CVE) list, hostedby the
Mitre Corporation(http://cve.mitre.org ).

If different types of attack target the samere-
source,one must suspectthat the resourceis sig-
ni�cant or strategic. Startingfrom informationof
this nature,it is possibleto identify the sensitive
resourcesthatarepotentialtargetsfor maliciousat-
tack.

The critical resourcesthat have beenidenti�ed
for Windows NT are:

1. Files: Accessesto �les arecritical. System-
critical, classi�ed andpersonalinformationis
storedin �les.

2. Communicationports: It is essentialto moni-
tor whatgoesin andoutof thebox.

3. Creation/destructionof processesandthreads:
It is importantto know who createswhatand
when. Denial-of-serviceattacksoften usean
endlessloop in which they createprocesses
and/orthreadsto consumeall resources.

4. Registry: Windows NT con�gurationanduser
informationis storedin theRegistry. It is pos-
sible, for example,to modify the Registry so
that an unwantedapplication is executedat
boottime without theuser's knowledge.

At this time,it is believedthatcompletemanage-
mentof accessto memoryis not necessary:coher-
entmanagementof thesefour resourceswill suf�ce.
Table1 shows theseresourcesalongwith someof
their correspondingactions.



Table1: Typicalactionson critical resources

Resources Actions
Executedonharddisk
RAM disk,CD-ROM,
�oppies, namedpipes,
andmailslot

- Create(Open)�

Files
- Read

- Write
- Rename
- Copy
- Execute
- Transfer

Executedonportsand
commonlyusedprotocols

Communicationports - Create(Open)�

- Send
- Receive

Executedonprocesses,
threadsandmemory

- Create
Processesandthreads - Stop

- Kill
- Modify state
- Allocatememory

Executedonkeys,sub-keys,
andvalues

Registry - Create(Open)�

- Read
- Write

� Thesamecall is usedto createor opena resource,only
parameterschange.

5.2 Positioning the Filters

Onewayto collectinformationfor aresourceguard
is to interceptrelevantcallsto theoperatingsystem
libraries (ntdll.dll , for example). The major
problemwith that approachis that theselibraries
run in usermode. Sucha “guard” would thusnot
beableto seeeverythingexecutedin kernelmode.
Since it is also possibleto bypassuser-mode li-
braries,this is de�nitely not a comprehensive so-
lution.

To avoid possiblebypassing,theguardneedsto
be low enoughin the calling structurethat it sees
all callsmadeto a resource,but high enoughthatit
doesnot needto managelower devices.Intermedi-
atedriversin Windows NT allow thispositioning.

Figure2 presentsthepositionadoptedto manage
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Figure2: Positioningintermediatedriver (�lter)

�le requests:a �lter introducedbetweentwo exist-
ing drivers. The �lter is insertedbetweenthe �le
systemdriver (FSD) and the device driver (disk).
The �le systemdriver (NTFS in this case)simpli-
�es the�lter' s taskbecauseit already�lters out re-
questsbasedon Windows NT's �le-accesspolicy.
Whenaccessis denied,thechainof callsdoesnot
reachlowerdrivers.

Port guardstake a similar approach. A �lter
driver is positionedjust above the driver that han-
dlesthecommunicationvia theTCPandUDP pro-
tocols.A moregeneraldriver thatwill interceptall
communicationsusingany port is underway.

Registry guardsand the creation/destruction of
processesandthreadsarea differentmatter. Since
the kernelhandlesthesecalls directly, anotherap-
proachis requiredto interceptthem.

Registry calls are known and partially docu-
mentedat http://www.sysinternals.com . In
Windows NT, all callsto thekernelaremadevia an
interruption.Theinterruptionhandlerusesacall ta-
ble to �nd thefunctionthatimplementsaparticular
API call. Changingthepointerin this tableallows
a driver to becalledinsteadof thenative function.
Keepingapointerto theoriginalfunction,thedriver
cancall it whenaccesshasbeenapproved.

A solutionfor hookingthecreationanddestruc-
tion of processesandthreadshasbeenimplemented
usingthetechniquedescribedin theprecedingpara-
graphfor the registy. Information at this level is
scarceatbestandtheteamis still looking for better
solutions.



6 Security Policies

A signi�cant aspectof dynamicsecurity is being
ableto reactin accordwith precisecriteria. These
criteriaexpressthesecuritypoliciesthatmustguide
thedecisionsof the monitor. In otherwords,each
guard(�lter) having theresponsibilityto supervise
a particularresourcemustreactto a givensituation
basedonthesecuritypolicieslaid down by theuser
(or by asuperuser).

Thedif�culty with thedesignof adynamicanal-
ysis monitor is that it must reactto situationsin-
volving morethanoneresource.For example,if the
�le guardis in a cocoonandmonitorsonly �les, it
would be impossibleto protectagainstthesending
of a private�le to thenetwork without exchanging
informationwith thecommunicationportguards.

The de�nition and designof rigorous security
policieswould not allow informationleaksof this
kind to occur. Schneider[13] proposesan inter-
estingapproach:an automatonto managethe col-
laborationof all components.This conceptmakes
it possibleto know the stateof any particularse-
quenceof actions. For example,it would be pos-
sible to stopthe sendingof private informationin
theprecedingexampleif theautomatonwasin the
state“read-in private information” by disallowing
the transitionto a state“send.” This way, the port
guardwould beinformedto deny thesendrequest.
Thisalsoallowsthecreationof behaviour-basedse-
curity policies.Moving from stateto state,it is pos-
sible to de�ne good or bad behaviours and make
surethatthey do or do notoccurrespectively.

With this concept,the usercan now de�ne his
securitypreferencesusingthe languageandarchi-
tectureto bedescribednext.

The researchon security policy is a work in
progress.A largepartof thecurrenteffort is spend
on developing a betterand simpler way of de�n-
ing securitypolicy. UML/OCL seemsto bea good
combinationat this timeandis beinginvestigated.

6.1 Languageand Ar chitecture

TheExtensibleMarkupLanguage(XML) is a�e xi-
bleway to createcommoninformationformatsand
shareboththe formatandthedata.XML is a sim-
pler andeasier-to-usesubsetof the StandardGen-

eralisedMarkupLanguage(SGML),whichwasde-
velopedto provide a meansto formatandmaintain
legaldocuments.

TheWorld WideWebConsortiumcurrentlypro-
posesXML asa formal recommendation.It is ex-
tensiblebecauseonecanalwaysde�ne new markup
symbols.Thismakesit a logicalchoicefor thedef-
inition of securitypolicies.

Therearecurrentlytwo waysto declarea docu-
ment's format: DocumentType De�nition (DTD)
and XML Schemas. DTD is the �rst and best-
known documentde�nition standard,but it is far
from perfect.Its limitationshavewarrantedthecre-
ationof anew approach:XML Schemas.

The purposeof schemasis similar to that of
DTDs. Like DTDs, XML Schemasdescribeele-
mentsandtheir contentmodelsso that documents
canbevalidated.But theapproachcanalsoprocess
integers,dates,�oats andsoondirectly, ratherthan
treatingthemasstrings,asDTDs do. It addssup-
port for attributegroupsandintegratesnamespaces.
It is alsoan open-endedmodel,so it is possibleto
extendits vocabulary andthe inheritancerelation-
shipsamongelements.

Schemaswill be usedin the completeversion
of this prototype. However, sinceDTDs aremore
compactandbetterknown in the community, they
will beusedin thispaper.

A SecurityPolicy MarkupLanguage(SPML) is
de�ned in thissection.With thisgrammar, it is pos-
sibleto de�ne two typesof securitypolicy anduse
themin a monitoringsystem.Thenext subsection
presentsafew termsneededto de�ne thisgrammar.

6.1.1 Elementsof a Security Policy

A securitypolicy is de�ned in SPML asoneor
many rules.A securityrule is oneparticularaction
while thepolicy includesall possibleactions.

To enforcesecurity, it is necessaryto know ex-
actly what is undersurveillanceand from whom.
“Who” identi�es the principal, the personor ap-
plication that wantsto performan action. “What”
identi�es the resource that the principal wantsto
use. A requestis madeby a principal to usea re-
source.A securityrule de�nesreactionsto beper-
formedwhentheaccessis grantedor whenit is de-
nied.



<!ENTITY Security_Policy_Version "0.5.0.0b">

<!ELEMENT Security_Policy (Type_SP?, Actors+, Request+, Reaction+)>

<!ELEMENT Type_SP ((ID,Author*)|ID_Key)>
<!ATTLIST Type_SP Priority_Level (0 | 1 | 2 | 3 | 4) "4">
<!ATTLIST Type_SP Integrity_Key CDATA #IMPLIED>
<!ATTLIST Type_SP Propriety_Type (Surveillance | Initialisation) "Surveillance">

<!ELEMENT Actor (Principal+, Context?)>
<!ATTLIST Actor Role (Source | Destination | Resource) "Resource">
<!ELEMENT Context ((ID, Description?, ActiveComputer_Context) | ID_Key)>
<!ATTLIST Context Security_Level (0 | 1 | 2 | 3 | 4 | 5 | 6 | 7 | 8 | 9) "9">
<!ELEMENT ActiveComputer_Context (Computer_Name*, OS*, Period_Range*,

Disk_Space?, Pc_Virtual_Memory_Free?, Pc_Physical_Memory_Free, Pc_CPU_Used,
Pc_Write_HD, Pc_Read_HD, Pc_Read-Write_HD)>

<!ELEMENT Request ((ID,List_Request+) | ID_Key)>
<!ELEMENT List_Request (((Request_Attribute, Transfer)?, (Request_Attribute,

Rename)?, (Request_Attribute, Copy)?,(Request_Attribute, Delete)?,
(Request_Attribute, Write)?, (Request_Attribute, Read)?,
(Request_Attribute, Create)?) | ((Request_Attribute, Send)?,
(Request_Attribute, Listen)?, (Request_Attribute, Receive)?))>

<!ELEMENT Reaction ((ID,(Log_Success?, Log_Error?, Log_Read?, Log_Write?),
(Verify_Status, Pre-Request?, Request_Succeeded?, Request_Failed?)?) |
ID_Key)>

Figure3: Excerptof thesecuritypolicy grammar

A principalmay be an application,if this appli-
cationusesa resource.An applicationcanalsoit-
selfbearesource.To clarify thissituation,theterm
actor is usedto identify a principalwho hasa role
in the securitypolicy. A role may be a principal,
a destination,or a resourcerole, dependingon the
context of therequest.

6.2 De�nition of SPML

Figure 3 shows an excerpt of the securitypolicy
grammar.

The SPML versionis identi�ed by the Secu-
rity Policy Version entity. This is usefulto
keeptrackof versionsto know if atool caninterpret
aparticularversion.

TheSecurity Policy elementis theroot of
asecuritypolicy. It identi�es thetypeof thepolicy,
theactorswithin it, thepossiblerequeststo verify,
and the reactionsto take on authorisedandunau-

thorisedrequests.

6.3 ResolutionAlgorithm

Thede�nition of theSPMLis usedin two ways,de-
pendingon theType SPattribute: to initialise the
databaseandfor thesurveillancephase.Theinitial-
isationphaseis,of course,requiredfor all databases
andwill notbedescribedfurther.

The algorithmfor the surveillancephaseof the
monitor is shown in Figure 4. When a guardre-
ceivesa request,it noti�es themonitor, who iden-
ti�es theplayers,checksif anautomatonexists for
this context and createsone if not. Then it veri-
�es if theautomatonis alreadyin an“unauthorised”
state— thiscanhappenif multiple invalid requests
aremade,for example— andif it is, it cancelsthe
requestand executesthe appropriatereaction. If
the automatonis in a correctstateit getsthe cor-
respondingsecurityrules (SR) from the database,



Receive an Actor's Request from a guard
Identify Actor and Request
IF automaton for context does not exist

Create automaton state for context
IF automaton state == "unauthorised"

Cancel Request
Execute unauthorised reaction

ELSE
Use context to get SR from database
Resolve user rights
IF Request satisfies SR

Let request through
Execute authorised reaction

ELSE
Cancel Request
Execute unauthorised reaction

Take automaton transition
Wait for next request

Figure4: Surveillancealgorithm

resolves the userrights accordingto heritageand
priority rules,executesthe appropriatereaction(s)
and changesthe stateof the automaton. Then it
waitsfor thenext request.

In the actual implementation,of course,some
caching and other optimisation actions are per-
formed.

6.4 Policy Examples

Goingbackto theexample,therearemany waysto
expressthe rule “once critical informationis read,
it cannotbe sentto the network.” This subsection
proposesthree.

For the sake of brevity and clarity, a simpli-
�ed notationis usedratherthanactualSPML. Ev-
idently, a real-life policy would have to take more
complex casesinto account.

The �rst thing to do is to initialise the policy
database.Eachprincipal has a name,a security
level (0–public,1–secret,2–topsecret)anda sta-
tus. The statuscanbe “active”, which meansthat
theprincipalis alivein thepolicy, or “undersurveil-
lance,” which meansthat it is underclosewatch.
Oneprincipal is de�ned asa groupcontainingall
principalsof level secretor higher. Anotherprin-
cipal is a documentnamedSecret.doc , which
requiresa security level of secretto be accessed.
This is theinitialisationphaseshown in Figure5.

Figure5 alsoshows thethreedifferentsolutions,
which are explainedbelow. Note that labelsare
usedin this examplebut are not necessaryto the
applicationof the policy. A policy could be writ-
tenthatde�nesa generalbehaviour not attachedto
labelssuchassecretor unclassi�ed.

The monitor automaticallyblocks an unautho-
risedrequestandnoti�es the user, so the reaction
of blockingtherequestis notmentionedin thepol-
icy.

6.4.1 Solution 1 - Check the Actor Name

This is the simplestsolution. Upon request,the
Actor Source attribute is instantiatedwith a
memberof the GroupSecret group. All mem-
bersof the“secret”groupcanopen,read,write,and
renamethe �le Secret.doc , but cannotsendit.
If they try, therequestis blocked anda messageis
sentto theadministrator.

6.4.2 Solution 2 - Check the Security Level

This policy protectsagainstthe sendingof pro-
tectedinformationto a destinationhaving a lower
securityclearance.Any suchattemptsareblocked
andamessageis sentto theadministrator. Thispol-
icy is generalandcanbe appliedwhetherthe des-
tination is known or not. Of course,all unknown
destinationswould be assigneda securitylevel of
zero.

6.4.3 Solution 3 - Checkthe Stateof theSystem

This is the most interestingsolution. It usesthe
stateof asystemto protectit. If aprincipalreadsor
opensSecret.doc , thenits statusis setto “under
surveillance.” While undersurveillance,thesecond
securityrule speci�es that a principal cannotsend
anything. When the �le is closed,sendingprivi-
legesarere-establishedby changingthestatusback
to Active .

7 DaMon: A Monitoring Prototype

The DaMon1 prototypeimplementsseveral of the
ideasexpressedin this paper, includinga rudimen-

1DynamicAnalysisMonitoring



Initialisation phase
Principal = GroupSecret, Contains(Security Level >= 2), Status = Active
Principal = Secret.doc, Security Level = 2, Status = Active

Solution 1
SR1: Actor Source = GroupSecret;

Actor Resource = Secret.doc;
Authorised Request = Open, Read, Write, Rename

Authorised Reaction = {};
Unauthorised Request = Send

Unauthorised Reaction = "Send email with context to security
administrator".

Solution 2
SR1: Actor Source = Security Level;

Actor Destination = (Security Level lower than Source Security
Level);

Authorised Request = {}
Authorised Reaction = {};

Unauthorised Request = Send
Unauthorised Reaction = "Send email with context to security

administrator".
Solution 3

SR1: Actor Source = GroupSecret;
Actor Resource = Secret.doc;
Authorised Request = Open, Read, Write, Rename

Authorised Reaction = (Actor Source Status = "under
surveillance");

Unauthorised Request = {};
Unauthorised Reaction = {}.

SR2: Actor Source = (status = "under surveillance");
Actor Resource = Secret.doc;
Authorised Request = Close

Authorised Reaction = (Actor Source Status = "Active");
Unauthorised Request = Send

Unauthorised Reaction = "Send email with context to security
administrator".

Figure5: Examplesof SecurityPolicies

tary implementationof securitypolicy andthepro-
vision of meansby which a driver canpreventcer-
tainactivities.

7.1 Ar chitecture of DaMon

The architecturepresentedin Figure6 is basedon
thecharacteristicspreviouslymentioned.

Thecoreof theapplication(DaMon.exe ) com-
municateswith all othercomponents.Certainmod-
ules are implementedin the form of dynamically
linkedlibraries(DLLs) thatareloadedonthecore's
request.

Instdrv.dll hastherole of loadingandini-
tiating communicationsbetweenthe core and the
drivers. This is doneonly oncewhenthe applica-
tion starts.

Interface.dll regroupsall the information
concerningthedisplayof information.

7.2 Monitoring Files

Figure7 shows the�le-monitoring interfaceof Da-
Mon. This interfaceindicatesthe�les thatarecur-
rently beingmonitored,alongwith their associated
permissions.In the caseshown, for example,the
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Figure6: DaMonarchitecture

Figure7: The�le-monitoring interfaceof DaMon

�le d: ^ pwd.txt , thedirectoryc: ^ temp , andthe
drive a: ^ are under surveillance. Note that the
full pathis requiredbecause�les in differentloca-
tionscanhave thesamename— readme.txt or
setup.exe , for example. The �les to be moni-
toredarespeci�edin this interface.

At this point, the monitor andthe policy subset
implementeddoesnot take into accountthecontent
of what is reador written to thedisk, althoughthe
driver itself providesthis information.It remainsto
be seenif this is too muchinformationto manage
or not.

7.2.1 Starting File Monitoring

Clicking ontheList tabopensthe�le-monitoring
interfaceitself (Figure8) andclicking thestartbut-
tonbeginssurveillance.

Figure8: Monitoring the�le pwd.txt andthedi-
rectoryc: ^ temp

The �le pwd.txt andthe directoryc: ^ temp
have been put under surveillance, and Figure 8
shows the resultsof accessingthe �les andthe di-
rectory via explorer , for example. The Ac-
tions columnlists the basicoperationsincluded
in I/O callsneededto accessa�le. A lot of informa-
tion is included,allowing averygoodlevel of gran-
ularity. With thesebasicoperations,it is possible
to intercepta request,checkto seeif it is allowed
underthesecuritypolicy andreactaccordingly.

7.3 Monitoring Ports

The communicationport driver canbe con�gured
to monitor all TCP andUDP activities or just se-
lectedones,asshown in Figure9. A typical output
of the driver is shown in Figure10. The protocol
usedfor the communicationis shown, alongwith
source/destinationportsandadressesandthe data
thatis beingsentor received.

7.4 Monitoring Processesand Threads

Figure 11 shows the con�guration of the process
and threadmonitor. It shows a list of active pro-
cesses,much like the oneshown in Windows NT
Task Manager. The rest is just mock-up at this
time. The idea of monitoring processis, for ex-
ample,to preventtypicaldenial-of-serviceattackin
which emptyprocessesarecreatedin a loop to ex-
haustresources.With this, it is alsopossibleto al-



Figure9: Con�gurationof portmonitoring

Figure10: A view of capturedTCPandUDPactiv-
ities

low/prevent theuseof programsdependingon the
user. Thedriver currentlyinterceptsthecreationof
processbut is only noti�ed of threadcreationand
destruction.This meansthatonly processcreation
canbe deniedat this time — if policy saysso. A
typicaloutputof thedriver is shown in Figure12.

7.5 Monitoring the Registry

TheRegistry monitoringcon�guration is shown in
Figure13. The�gure shows thekeys thatareunder
surveillance,accordingto thesecuritypolicy. The
RunOnce key tells Windows NT to starta process
onceat the next boot. The DaMonkey, wherethe
con�guration of the monitor is stored,is also un-
dersurveillanceto makesurethatnobodyis playing

Figure 11: Con�guration of processmonitoring,
with asnapshotof theprocessescurrentlyrunning

Figure12: A view of capturedcreation/destruction
of processesandthreads

with thesettings.
Thedriver canalsobeactivatedon boot,thereby

loggingall accessesto theRegistryduringtheboot
sequenceof Windows NT. On typical machines,
the text log �le generatedis between8 and 15
megabytes.

Figure 14 shows a typical output of the moni-
tor. It shows the processdoing the operation,the
requestthatwasmadeon which key, andwetheror
not theoperationwasasuccess.

7.6 Managing the Security Policy

Thesecuritypolicy aspectof thecurrentprototype
usesonly a very limited subsetof the its capabili-



Figure13: Con�gurationof Registrymonitoring

Figure14: A view of accessesto Registrykeys

tiesandof thesecuritypolicy languagedescribedin
Section6.

In theprototype,acoresecuritypolicy is written
directly in XML, parsedanddisplayedasshown in
Figure15. Then,while testingthe software,addi-
tional securityrulescanbeaddeddirectly from the
prototypeto adaptto the securityrequirements,as
they develop.

For example, let us say that notepad.exe
is under certi�cation, with regard to the secu-
rity rule displayedin Figure 15. The rule says
that if user TERMINATORtries to start (OPEN)
NOTEPAD.EXEbyany meanspossible(ALL), then
DaMonwill catchit andmake analert (NOTIFY).
As canbeseen,aruleis composedof � veelements:
a sourceactor, a destinationactor, a resource,a re-

Figure15: Exampleof abasicsecurityrule

quest,anda reaction.
Now, if TERMINATORtries to open NOTE-

PAD.EXE, thenDaMonwill displaythedialogbox
shown in Figure16. This gives the possibility of
creatinganew rule for thisevent,acceptingit once,
or denying access.If the managerdecidesto cre-
ateanew rule,arulewizardappearsandasksafew
questionstocreatetherule. A possiblecombination
of elementsfor sucha rule is shown in Figure17.

8 Conclusion

Use of COTS software is increasing,largely be-
causeof timeandbudgetconstraints.Thissituation
posesgreatconcernsaboutsafety, security, andre-
liability in critical informationsystems.

Some researchhas been done to addressthis
problem,mostof it involving statictechniquesthat
attemptto provide a proof of somesort thatanap-
plication will behave correctly for all possiblein-
puts.A numberof powerful solutionshaveemerged
from this research,includingcertifyingcompilers.

Nevertheless,therewill always be situationsin
which static analysistechniquesare powerlessto
preventmaliciousaction.Themostconvincing ex-
amplesare viruses. No matterhow good a static
analysisis, it will never beableto detectmalicious
code that is insertedafter the analysishas been
completed.

Thisis why agoodwatchdogis requiredthatwill
enforcea securitypolicy dynamically. It is theau-



Figure16: Exampleof a noti�cation for theexecu-
tion of NOTEPAD.EXE

thors'beliefthatthemonitorpresentedin thispaper
�ts this description.However, muchof it relieson
a very goodde�nition of thesecuritypolicies. Ex-
ploring andsimplifying theprocessof writing and
managingsecuritypolicieswill thereforebethefo-
cusof theresearchfor thenearfuture.

The prototype,called DaMon, is alreadycapa-
ble of stoppingcertainmaliciousactionsbasedon
combinedaccessesto critical resources(�les, com-
municationports,Registry, processesandthreads)
accordingto rudimentarysecurityspeci�cations.It
has beendevelopedas a certi�cation tool that is
meantto beusedin a certifyingenvironmentto en-
force known securityand behaviour requirements
andcatchnew ones.A morecompleteandexpres-
sive securityspeci�cation languageusingXML is
underdevelopmentandwill befully integratedwith
theprototypein thecomingyear. If themove for-
wardis madeto makeDaMonaconstantprotection
tool, it will of courseberequiredto look at how to
protectthe tool itself from maliciousattackers —
protectingthe integrity of thetext in dialogue-box,
makingsurethat the driversarealwaysthe �rst in
line to becalled,etc.Therearealreadysomeknown
techniquesin thisareaandtheauthorsareverycon-

Figure17: Chosenelementsof asecurityrule

�dent thatit canbeachieved.
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