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Abstract

Like everyrequirrmentengineeringorocesstheprocesof
role engineerindor role-basediccessontol dependsigni -
cantlyonhumanfactors. For thisreasonmanyelement®fthe
processcannotbe automatedor at mostpartially). Neverthe-
less,tool supportis necessaryo copewith the compleity of
the processand to efciently handlethe differentinterrelated
artifacts usedand producedduring the role engineeringpro-
cess.In this paper we presentthe designand implementation
of the xoRET softwake tool which providestool supportfor
the scenario-drivenrole-engineeringprocess. Furthermoe,
XORET is capableto producea policy rule setthat canbeim-
portedby the xoRBAC accessontmol service

1 Intr oduction and Moti vation

Role engineerindgor role-basedccessontrol (RBAC, cf.
[4]) is focusedon the elicitation, speci cation, and mainte-
nanceof apolicy rule setfor RBAC. In otherwords,role engi-
neeringfor role-basedccessontrolis theprocesof de ning
roles,permissionsconstraintsandrole-hierarchiegsee[2]).

The scenario-dienrole engineeringprocesgpresentedn
[8, 13] is basedon the scenarioand goal concepts(seee.g.
[1, 14]). With ourwork we essentiallyaim at a systematicole
engineeringnethodologythatis e xible enoughto be appli-
cablefor arbitraryorganizationsandinformationsystemsAn
importantrequiremenfor a role engineeringnethodologyis
the supportof changemanagemerdctiities to easethe prop-
agationof changeghat occurwithin the information system
or its ervironmentinto all securityrelevantmodelsand nally
into the policy rule setenforcedby a concretepolicy moni-
tor. However, the intricacy of realworld informationsystems
andthe respectie modelsthat are usedand producedduring
role engineeringactiities cannotbe convenientlyhandledvia
a “manually operated’paperbasedprocess. Therefore,we
needspecialpurposesoftwaretoolsthatsupportrole engineer
ing actiities andfacilitatetheincorporationof changesnto a
con gurationconsistingof severalRBAC relatedmodels.

In this paper we presentthe designand implementation
of the xoRET software tool which providestool supportfor
thescenario-driverrole-engineeringrocess It facilitatesthe

speci cation andinspectionof trace-relationgo easechange
managemendctiities, andit is capableto proposea (prelim-
inary) policy rule set. Moreover, policy rule setsproduced
with xoRET canbe directly importedby the xoRBAC access
control service(see[7, 13]). The xoRET role engineering
tool consistsof the xoRET core componentandthe xoRET
graphicaluserinterface. xoRET allows to createand main-
tain the different objectsthat are usedand producedduring
the scenario-dienrole engineeringprocess.Figure 1 shavs
the mainwindow of the xoRET tool. The foregroundof this
gure depictsand describeghe toolbarlocatedat the top of
the xoRET mainwindow. The xoRET tool is implementedn
XOTcl [9] andTcl/Tk [11].
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Figure 1. The xoRET GUI main windo w

The paperis organizedasfollows. In Section2 we give an
overview of thescenario-dienrole engineeringrocessSec-
tion 3 thengoesinto detail aboutthe staticdesign-timestruc-
turesof the xoRET corecomponentThe subsequergections
give a descriptionof the xoRET graphicalrole engineering
tool. However, dueto the pagelimitation we canonly describe
a fraction of the functionality provided by xoRET. Thus,we
focuson the de nition of processes/scenari@Sectiond), the
speci cationof trace-relationdetween oRET objectsandthe
inspectionof the resultingtracemodel (Section5). Further
more, in Section6 we go into detail aboutthe (automatic)
derivationof a (preliminary)policy rule setfor RBAC.
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Figure 2. xoRET: main class relations

2 Scenario-driven Role Engineering

This sectiongivesan overview of the scenario-dienrole
engineeringprocess(for a more detaileddescriptionsee[8,
13]). We modelusagescenariof aninformationsystemand
usethesescenarios/processtsderive permissionsEachsce-
nariois in essencan actionandeventsequenceonsistingof
severalstepsfor exampleto describehe processingf adam-
ageeventin aninsurancecompairy. Thus,to performacertain
scenarioa subjectneedsto be equippedwith the exact num-
berof permissionshatareneededo completeeachstepof the
respectre scenario. A task consistsof several scenariosand
awork pro le containsall tasksthata certaintype of subject
(e.g.acertaintype of employee)is allowedto perform.In the
further courseof the role engineeringorocesswork pro les
areusedto derive roles (seeSection6). Moreover, we apply
goalsandobstacledo de ne context constaints(see[13]). In
our approacha control objectiveis agoalspeci ed by theau-
thority which is responsibleor the operationof a particular
system. Thereby control objectvesde ne acceptablesystem
behaior asintendedby the systemauthority (seealso[12]).
Lik e othergoals,controlobjectvescanbede ned ondifferent
levels of abstraction. The permissioncatalog,the constraint
catalogandthework pro les areusedto de ne aconcretepol-
icy rule setfor RBAC thatis tailoredto the needsof thecorre-
spondingnformationsystem(seealso[12]). Furthermorethe
roleengineeringrocesglirectly supportshangenmanagement
actiities to allow for the correctandef cient propagatiorof
changesnto all (possibly)affectedmodels(seealso[8]).

3 XoRET: Static Design-timeStructures

Figure 3 shaws the classe®f the xoRET corecomponent.
In particular it containsten “core classes'that representhe
differentartifactswhich are neededio conductthe scenario-
drivenrole engineeringorocesgcontrol objectves,obstacles,
scenario®tc. - seealsoSection2). Eachcoreclassis a sub-

classof the xoRETObject class. The xoRETObject classspec-
i es commonmethodsfor all of its sub-classesg.g. for the
de nition of traceabilitylinks (seeSectionb).

XoRETObject
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Figure 3. Classes of the xoRET core component

At runtime,eachobjectthatis instantiatedrom oneof the
ten coreclassess aggrayatedwithin an xoRETManager object
(seeFigure3). ThexoRETManager classsenesasFacade(see
[5]) for thexoRET componentlt hidesinternalxoRET struc-
turesandprovidestheexternalAPI of xoRET to othersoftware
components Moreover, the xoRETManager classis a Factory
(see[5]) andis responsibldor the creationand management
of its aggreyatedobjects. For example,it controlsthe instan-
tiation of new objects,writes statusmessage$o log- les (if
logging s activated),andobsenesthe de nition of traceabil-
ity links betweerdifferentxoRET objects.

Figure 2 depictsthe main relationsamongthe ten xoRET
core classesn more detail. Scenariostepssene as a cen-
tral meansto derive Permission  objects(see[8]). However,
stepgdescribingsystemnternalactionssometimesionotneed
to be mappedto explicit userlevel permissions. Neverthe-
less,dependingon theintendedabstractiorievel of theresult-
ing policy rule set,it may be sensibleto also model permis-
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Figure 4. The xoRET scenario creation dialog

sionspertainingto internalactions.Furthermoreto provide a
e xible modelingervironment,xoRET allows to de ne addi-
tional Permission  objectsindependenfrom scenariosteps-
resultingin ao..1 relationbetweerthe Permission andstep
classegseeFigure2). Similarly, work pro les aretheprimary
meango derive (preliminary)roles. However, in the courseof
therole engineeringprocesderivedrolesareadaptedredun-
dantrolescanbe deleted andadditionalrolesmay be de ned
independentlyrom thework pro les (se€[8]). In otherwords,
noteveryrole resultingfrom therole engineeringprocessec-
essarilyoriginategdirectly) from awork pro le.

Condition ~ objects are associatedwith Objective  or
Obstacle Objects (seealso [12, 13]). In particular each
Objective andobstacle 0bjectcontainsalist of abstracton-
ditionsthat arerepresentedby a short,descriptve, andinfor-
mal sentenceaespectiely (e.g. “studentsmay only edit their
own exam”, or “date greaterthan 2006/01/01"). In a later
step,theseabstractconditionsare usedto derive placeholder
Condition  objects(seeSection6). EachcContextConstraint
objectis linkedto oneor morecondition  objects,andto one
or more Permission  objects(seeFigure 2). Besidethe (au-
tomaticallyrecorded)mplicit tracerelationsbetweenxoRET
objectsiit is possibleto de ne explicit traceqseeSection5).

4 De nition of Scenarios

The scenariocreationdialog shaovn in Figure 4 enables
the de nition of xoRET scenarios.The primary elementof a
XORET scenario/process adirectedgraphof steps Although
not depictedin Figure4, it is possibleto de ne labelsfor the
edgesin a stepgraph(e.g.to specifyguardconditions). The
left handsideof Figure4 shaws a (scrollable)list of all step

objectsthatarecurrentlyavailable. Theright handsideshavs
the stepgraphof the currentscenario/process.he stepgraph
canbe accessedia threedifferentfunctions,eachof whichis
activatedthrougha respectie radiokutton (seeFigure4):

Thepencil-tuttonactivatestheeditmodewhich allowsto
add or remore stepsor edges.

The pointerbutton activatesthe selectmode. The select
mode,again,offerstwo distinctfunctions:

— First, one can choosea start node and an end
node(by drawing a “virtual” edgebetweerthe two
nodes)}o nd theshortestpath betweerntwo nodes
(i.e. betweenwo steps).In particular xoRET per
formsabreadth- rst-searcho nd theshortespath
and colorsthe affectednodesasfollows: the start
nodeis coloredgreentheendnodeis coloredblue,
andall intermediatestepsandedgesarecoloredyel-
low. The examplein Figure 4 shavs the shortest
pathstartingfrom the step“User, fetch list of new
resourcesfrom System”to the step“System, dis-
patchresourceto User” (notethateachxoRET step
consistof triplet includinganactor, performingan
actiondirectedata speci c target).

— Second,one can computethe spanningtree for
one particularnodein the stepgraph. The span-
ning treeis computedjf, in selectmode,a nodeis
clicked without drawing an edgeto anothernode.
The spanningtree visualizes the reachability of
othersteps/nodeé.e. it shavs which nodescanbe
reachedstartingfrom a speci ¢ node).

The magnify-tuttonoffersa zoomfunctionfor thegraph.



As mentionedabove, eachxoRET Scenario objectcon-
tainsagraphstructure Thenodesof thisgrapharestepswhich
areconnectedria labelededgesLabelededgesanbeusedto
modelguardconditions(conditionalbranchesjor steptransi-
tions. Thus, we can specify simple linear stepsequencess
well as complex scenarios/process&dth an arbitrary num-
ber of fork andjoin points, and/orconditionalbranchesbe-
tweensteps. Therefore xoRET scenarioxan modelscenar
ios/processesn anarbitrarylevel of abstraction.

5 TraceDe nition and Inspection

The trace-managementialog allows for the speci cation
anddeletionof explicit tracerelationsbetweenkoRET objects
(seeFigureb). Theleft handsideof thedialogoffers vedrop-
down lists (comboboxs)allowing to de ne aspeci c tracere-
lation. The Starttypecomboboxchoosesheobject-typeaspe-
ci ¢ tracestartsfrom. Dependingon the selectedstart-type,
the Start objectcomboboxis lled with the namesof all in-
stance®f thecorrespondingtart-type. The sameprocedurds
appliedfor the DestinationtypeandDestinationobjectboxes.
The Tracetypebox offersa (extensible)list of trace-relations
thatcanbeestablishedbetweenxoRET objects.

I

List of all traces
. starting from the
*~ "start object"

Figure 5. The xoRET trace management dialog

The addTraceRelation method shawvn in Figure 6 de-
nes bidirectional trace relations betweenxoRET objects.
In XORET eachtrace-typeis associatedvith a counterpart
which de nes the nameof the correspondingppositetrace-
direction. Examplesfor suchtrace-typepairsare: [sub-goal,
supetrgoall, [contains,part-of], or [re nes, re ned-by]. The
tracetype  _counterparts instancevariable is an array that
storesall valid xoRET trace-typepairs. At ary time, arbitrary
new trace-typegpairscanbede ned via theaddTraceTypePair
method. To establisha bidirectionaltrace betweentwo ob-
jectsthe addTraceRelation ~ methodestablishedwo directly
opposedinidirectionaltraces.

xoRETManager instproc addTraceRelation {sourcetype source
tracetype targettype target} {
if {[my isValidTraceType $tracetype]} {
if {[$source addTrace $tracetype $targettype $target]} {
return  [$target addTrace \
[my set tracetype_counterparts($tracetype)] $sourcetype $source]

return 0

Figure 6. The addTraceRelaton =~ method

EachxoRETObject usesanumberof internalarraysto store
tracerelations. The nameof a particulartrace-arraycorre-

spondsto the object-type(i.e. the class-namepf the target-
objectsthatarereferencedsia this array (seeFigure 7). Each
array index representsa particulartrace-type(e.g. contains,
re nes, part-of, owns), and the value storedat a speci ¢ in-
dex positionis a list consistingof one or more object-names.
For example, a Scenario  Object Scenario, may have sev-
eraltracesto otherscenario  objects.Thus,the corresponding
trace-linksarestoredin anarraynamed‘Scenario”(cf. Figure
7). Thetracesdepictedin Figure7 de ne that Scenario, re-
nes Scenarioy andis re ned by Scenarioy andScenario,.

XORETObject (e.g. a Scenario object: Scenario_a)
( 1\
Trace-arrays (defined as instance variables)

|Targenype || P || Objective | | Obstacle | | Scenario | | P |

Index: refines  Value: Scenario_x

targettype(tracetype) target Index: refined-by Value: Scenario_y, Scenario_z

A Tcl-Array for each target-type Example entries for a scenario-trace-array

- J

XxoRETObject instproc  addTrace {tracetype targettype target} {

my instvar $targettype
if {/[my existTrace $tracetype $targettype $target]} {
if {[info exists [set targettype]($tracetype)]} {
set current [set [set targettype]($tracetype)]
set new [lappend current $target]
set [set targettype]($tracetype) $new
return 1
} else {
lappend [set targettype]($tracetype) $target
return 1
}

return 0

}
Figure 7. The addTrace method

Thelower partof Figure7 shavstheaddTrace methodde-
ned in the xoRETObject class. It recevesthreemandatory
input parameterstracetype , targettype , andtarget . If the
respectie trace doesnot alreadyexist, the methodaddsthe
correspondingracerelationasdiscussedbove.

An alternatve optionto specifytracerelationsbhetweerdif-
ferentprogrammingpbjectswould bethe de nition of explicit
trace-objects. However, in our experienceshe above men-
tioned procedureto storetracesasarray variablesof xoRET
objects has several advantagescomparedto explicit trace-
objects. The array-basedpproachoffers a straightforvard
way to querytracerelationsin mary differentways, e.g.to
fetchall tracesassociatevith aparticularx oRET object,or to
fetchall tracesof a particulartrace-typepointingfrom a given
objectto otherxoRET objectsof a certainobject-type;for ex-
ample,all ful lls tracespointingfrom Scenario, to instances
of the objective  class. In contrastto that, it is, in the gen-
eral case by far morecomplicatedto performsimilar queries
in a setof explicit trace-objectgin general,one may either
performa bruteforce searchtraversingall trace-object®r de-

ne arespectie query-language)An advantageof individual
trace-objectgould bethe de nition of additionalinformation
attachedo atrace-relationtself. Neverthelessif requiredthis
couldalsobeintegratedwith thearray-base@pproach.

All tracerelationstogetherform the xoRET trace model
which canbe visualizedandinspectedo analyzethe depen-
dencieshbetweenxoRET objects.Therespectre dialogallows
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Figure 8. The xoRET trace model inspection dialog

to selectvely displaycertaintracerelations(seeFigure8). In

particularit allowsto selectheobjecttypesandthetracetypes
to bevisualized.Similar to the scenariade nition dialog(see
Section4), the tracemodel dialog allows to zoomthe corre-
spondingmodel,to computethe spanningtree of a particular
node,or to computethe shortesipath betweertwo nodes.The
exampledepictedin Figure8 shows the spanningreefor the
control objective “Secureonline exams”. In xoRET the span-
ning treeis coloredasfollows: the startnodeis coloredgreen
andall reachablenodes,aswell asthe edgesrequiredfor the
spanningree,arecoloredyellow.

6 Derivation of a Preliminary Policy Rule Set

Oncethecontrolobjectives,obstaclesscenariostasksand
work pro les arede ned, we canautomaticallyderive a (pre-
liminary) RBAC policy rule set (seealso [8, 13]). In our
approachan RBAC policy rule setconsistsof roles, permis-
sions,context constraintsconditions,and the corresponding
assignmentrelations. We now describethe xoRET meth-
ods that are appliedto derive a preliminary policy rule set.
The derivePermissionFromStep method (see Figure 9) re-
ceivesthree mandatoryparameterso identify the respectie
step(actor , action , target ). It usesthelookup method(de-
scribedbelow) to determinghefully quali ed nameof thecor-
respondingstep Objectandto createanew Permission Object,
if necessarySubsequentha[derived-fomStef traceis estab-
lishedbetweerthetwo Permission andstep objects.

xoRETManager instproc derivePermissionFromStep
set step [Step lookup 0 [self] $actor $action $target]

if {$step = "FAILED"} {

set perm [Permission lookup 1 [self] $action $target]

# establish trace-link if necessary

if {{[$perm existTrace derived-from Step $step]} {
[self] addTraceRelation \
Permission [$perm name] derived-from Step [$step name]

{actor action target} {

return 1
return 0
Permission  proc lookup {create parent args} {
set permname [ eval join $args _]
set permission ${parent}::permissions::$permname
if {[$parent existPermission $permission]} {
return  $permission
}
if {$create} {
return  [Permission $permission -name  $permname \
-operation [lindex $args 0] \
-object [lindex $args 1]]

return  FAILED

Figure 9. Derive permissions from steps

The lookup methodis de ned as an object-speci ¢ proc
on eachof the ten core classegseeSection3). This method
providestwo functionsdependingon the value of the create
parameterFigure9 shavs thelookup methodde ned for the
Permission class.If thecreate parameteis settoo (false)the
lookup methodchecksif arespectie objectexists andeither
returnsthe fully quali ed objectnameor thevalue“FAILED”
(seeFigure9). In casethecreate parameters setto 1 (true),
thelookup methodcreatesarespectie object,if necessary

The deriveRoleFromWorkProfile methodis appliedto au-
tomatically generatea Role objectfor eachwork pro le (see



xoRETManager instproc deriveRoleFromWorkProfile {profile} {

set profile [WorkProfile lookup 0 [self] $profile]
if {$profile != "FAILED"} {
set role [Role lookup 1 [self] "Role [$profile name]"]
# establish trace-link if necessary
if {![$role existTrace derived-from WorkProfile $profile]} {
[self] addTraceRelation \
Role [$role name] derived-from WorkProfile [$profile name]
}
# assign permissions if necessary
foreach p [my getPermissionsLinkedToWorkProfile [$profile name]] {
if {![$role ownsPerm $p]} {
[self] permRoleAssign [$p name] [$role name]

return 1

retun 0

Figure 10. Derive roles from work pro les

Figure 10). The nameof the new Role objectconsistsof the
respectie work pro le namewith the pre x “Role”; so the
nameof arole derivedfrom the“Teacher'work pro le would
be “Role_Teacherfor instance.If necessarya corresponding
Role objectis createdviathelookup method)anda[derived-
fromWorkPro le] trace-linkis established Subsequentlythe
getPermissionsLinked ToWorkProfile method determines
the permissiondinked to the respectie workProfile  object
(seeFigure 10). To nd the correspondingpermissionghe
methodfollowsthetraceabilitylinks establishedetweerwork
pro les andtaskstasksandscenariosscenariosindstepsand
stepsand derived permissiongseealso[8]). Finally, the re-
spectve Permission  objectsareassignedo the (new) role.

xoRETManager instproc derivePreliminaryRoleHierarchy {4{
# check for redundancies and add junior-role relations
foreach rl [my getRoleList] {
foreach r2 [my getRoleList] {
it {$rl = $r2} {
if {[[self] equalPermissions [$r1 name] [$r2 name]]} {
$r1 roleswithequalpermissions [concat [$r1 roleswithequalpermissions] $r2]
$r2 roleswithequalpermissions [concat [$r2 roleswithequalpermissions] $r1]
if {[[self] rolelPermsSupersetOfRole2Perms [$r1 name] [$r2 name]]} {
if  {![$r1 hasJuniorRole $r2]} {
[self] addJuniorRoleRelation [$r1 name] [$r2 name]
}

}
}

# remove redundant junior-role relations
[self] updateRoleHierarchy
# remove redundant permissions
[self] removeRedundantPermissionsFromRoles

Figure 11. Derive a preliminar y role hierar chy

The derivePreliminaryRoleHierarchy method (cf. Fig-
ure 11) automaticallyderives a (preliminary) role-hierarchy
(or hierarchies). Two roles owning an identical set of per
missionsmay be redundantand are thus candidatedor later
re nementor deletion. In particular eachRrole objecthasa
roleswithequalpermissions instancevariableto storelinks
to “identical” roles (seeFigure 11). For two distinct roles
r{ andr,, the rolelPermsSupersetOfRole2Perms method
checksif the permissionf r, constitutea subsetf the per
missionsof r;. In sucha case we saythatr is greaterthan
ro (ry > rp). If themethod nds arespectie pair of roles,r,
is de ned asjunior-rolefor r;. After thejunior-role derivation
procedureis nished, we remove redundanjunior-role rela-
tionsandredundanpermissiongrom eachrole.

junior-role relations
method invokes the
methodfor eachrole object

To remove redundant
the  updateRoleHierarchy
removeRedundantSuperclasses

xoRETManager instproc updateRoleHierarchy 04
foreach role [my getRoleList] {
$role removeRedundantSuperclasses

Role instproc removeRedundantSuperclasses {4
set new [my info superclass]
foreach  supercl [my info superclass] {
foreach class [$supercl info heritage] {
set index [Isearch -exact $new $class]
#if class is in "my superclass"
#and "my superclass heritage"
if {$index 1= -1} {
#remove class from the superclass list of self
set new [Ireplace $new $index $index]

}

#set new superclass list
[self] superclass $new

Figure 12. Removing redundant role relations

aggregatedby the correspondingcoRET instance(seeFigure
12). In xoRET and xoRBAC roles are de ned as classes
which canbe arrangedn a classhierarchyto form a directed
agyclic graph.The superclasselationbetweenXOTcl classes
is thusappliedto straightforwardly de ne arole-hierarchy(for
further detailssee[7]). The removeRedundantSuperclasses
method usesthe XOTcl introspectionmechanism(see also
[9, 15]) to gain knowledge about the superclassesf the
correspondingrole object. It thenremovesall rolesfrom the
superclasdist which are direct and indirect superclassesf
the correspondingRole object at the sametime (seeFigure
12). Finally, it registersthe new (redundance-freeuperclass

list for therespectie Role object.

\ \

®
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Figure 13. Redundant inheritance relations

Figure13a)depictsa hierarchywith redundaninheritance
relations.In particular therelationsbetweerthefollowingrole
pairsareredundanfR1; R4], [R1; R7], [R2; Rs], and[R3; Re].
For the example in Figure 13a) the updateRoleHierarchy
methodremovesall redundantnheritancerelationsresulting
in the hierarchydepictedn Figure13b).

The removeRedundantPermissionsFromRoles method
shavn in Figure 14 identi es and revokes all permissions
which are, at the sametime, directly and indirectly (through
therole-hierarchy)assignedo a xoRET Role object.In other
words,we revoke all permissionghataredirectly assignedo
arole andarealsoinheritedfrom its junior-roles. Whenthis
stepis nished we have de ned a preliminaryrole-hierarchy
(seealsoFigurel1l).

Figure1l5showvsthederiveCCFromObstacle  methodwhich
de neshow xoRET derives(preliminary)ContextConstraint



objectsfrom oObstacle objects(seealso[12]). The corre-
spondingxoRET methodto derive context constraintsfrom
Objective  Objects(deriveCCFromObjective ) is similarto the
derivationprocedurdor obstacles.

xoRETManager instproc removeRedundantPermissionsFromRoles 34
foreach role [my getRoleList] {
foreach perm [$role getAllDirectlyAssignedPerms] {
if {[$role ownsPermThroughlnheritance $perm]} {
$role revokePerm $perm
}
}
}
}

Figure 14. Remove redundant permission-to-
role assignment relations

The deriveCCFromObstacle ~ method (cf. Figure 15) re-
cevesa mandatoryparametepbstacle  which identi es the
correspondingobstacle  object. In XxoRET each Obstacle
and eachObjecive  Object possessan instancevariable to
storethe abstractconditionsthat are associatedvith the re-
spectve Obstacle (Or Objective ). In essencethis instance
variableis a Tcl list, and eachlist entry representsan ab-
stractcondition (seealso[13]). For eachabstractcondition
the deriveCCFromObstacle  methodcreatesa corresponding
Condition ~ object and establishesa [derived-fom Obstaclé
trace-link,if necessary

The deriveCCFromObstacle method then creates a
ContextConstraint object (see Figure 15). The name
of the ContextConstraint object is determined from
the type and the name of the corresponding obsta-
cle (an example of a respectie ContextConstraint
name is “Avoid_AccessBefore200601.01"). In the
next step, the conditon  objects are linked to the (new)
ContextConstraint (seeFigure15). Notethatthe aforemen-
tioned procedurespeci es exactly one ContextConstraint
object which is linked to all conditon  objects de-
rived from the correspondingobstacle. Afterwards, the
getAllPermissionsinfluencedByObstacle methodusesthe
trace-linksbetweenxoRET objectsto detectall permissions
thatarein uenced by the respectie obstacle(seeFigure 16).
Finally, the (new) ContextConstraint is linked to eachof
thesepermissiongseeFigure15).

To nd all permissionsthat are in uenced by a certain
obstacle, the getAllPermissionsinfluencedByObstacle
method rst determinesall Objective  objects that are
linked to the corresponding Obstacle  Object via an
[impedesObijectivg trace-link (cf. Figure 16). Then, the
getAllPermissionsPotentiallyNeededForObje ctive
method is called to determine the permissionsthat are
neededto perform the scenarios/processeshich are as-
sociatedwith the respectie objectves. In particulay the
getAllPermissionsNeededForScenario methodtraversesall
Step objectslinkedto a Scenario andassembles list of the
Permisssion  Objectslinked to thesestepsvia an [origin-of
Permission trace-link (see Figure 16). To assurethat all
permissionsneededfor a particular scenarioare found, the
getAllPermissionsNeededForScenario method recursvely

xoRETManager instproc deriveCCFromObstacle
set obstacle [Obstacle lookup O [self] $obstacle]
set conditions [$obstacle getAbstractConditionList]
if {$conditions ="} {
foreach  cond $conditions {
set condition [Condition lookup 1 [self] $cond]
# establish trace-link if necessary
if {{[$condition existTrace derived-from Obstacle $obstacle]} {
[self] addTraceRelation \
Condition [$condition name] \
derived-from Obstacle [$obstacle name]

{obstacle} {

}
lappend clist $condition

}
set constraint [ContextConstraint lookup 1 [self] \
"[$obstacle type] [$obstacle name]"]
# establish trace-link if necessary
if {![$constraint existTrace derived-from Obstacle $obstacle]} {
[self] addTraceRelation \
ContextConstraint [$constraint name] \
derived-from Obstacle [$obstacle name]

# link conditions to constraint if necessary
foreach  cond $clist {
if {{[$constraint hasCondition $cond]} {
[self] linkConditionToContextConstraint [$cond name] [$constraint name]

# link constraint to permissions if necessary
foreach perm [my getAllPermissionsinfluencedByObstacle $obstacle] {
if  {![$perm hasContextConstraint $constraint]} {
[self] linkContextConstraintToPerm [$constraint name] [$perm name]

Figure 15. Derive ContextConstraint objects

seeksthroughthe scenarioghat are connectedvia a [re ned-
by Scenarig trace. A similar procedureis performedin
the  getAllPermissionsPotentiallyNeededForObjective

method which recursvely visits all Objective  objects
connected/ia a[sub-goalObjectivé trace(seeFigure16).

xoRETManager instproc
set perms ™"
foreach obj [$obstacle getAllTraceTargets impedes Objective] {
set perms [concat $perms \
[my getAllPermissionsPotentially

getAllPermissionsinfluencedByObstacle {obstacle} {

-orObjective $obj]]
return  [Isort -dictionary -unique $perms]

icRETManager instproc
set perms ™
foreach scenario [$objective getAllTraceTargets fulfilled-by Scenario] {
set perms [concat $perms [my getAllPermissionsNeededForScenario $scenario]]

getAllPermissionsPotentiallyNeededForObjective {objective} {

foreach obj [$objective getAllTraceTargets sub-goal Objective] {
# recursively seek in sub-goals
set perms [concat $perms \
[my gt i 1sPotentially

Objective $obj]]
return  [Isort -dictionary -unique $perms]

xoRETManager instproc
set perms ™
foreach step [$scenario getSteps] {
set perms [concat $perms [$step getAllTraceTargets origin-of Permission]]

getAllPermissionsNeededForScenario {scenario} {

foreach rs [$scenario getAllTraceTargets refined-by Scenario] {
# recursively seek in refinement scenarios
set perms [concat $perms [my getAllPermissionsNeededForScenario $rs]]

return  [Isort -dictionary -unique $perms]

Figure 16. Obstac les in uence Permissions

The RBAC policy rule setthatresultsfrom the derivation
proceduresiescribedn this sectionsenesasa basisfor the
speci cation of are ned andadaptedolicy rule setthatcan
be appliedto the correspondingnformation system. Further
re nementproceduresnayincludethede nition of additional
roles, the deletionof redundantroles, or the speci cation of
additional context constraintsfor example. Moreover, the
scenario-drienapproachnherentlysupportschangemanage-
mentactiities. Therebyit supportdthemanagemenif RBAC
policiesandallows to tailor the policy rule setto changen
eachrelevantabstractiorlevel (seealso[8, 12)).



7 RelatedWork

In [10], Osbornet al. presentthe Role GraphTool which
supportsthe de nition and administrationof generalRBAC
role-hierarchiegdirectedacgyclic graphs).Thepaperdescribes
how they appliedthetool to simulateRBAC policiesin ACL-
basedJnix systems.

Kern et al. describea commercialsoftware tool (SAM
Jupiter)that supportsan RBAC variantcalledenterpriserole-
basedaccesgontrolmodel(ERBAC) [6]. An “enterpriserole”
is a role which subsumesccesgights of several underlying
software systems.For example,an enterpriserole could pro-
vide simultaneousnembershign a certainUnix group,in a
database-speci cole (e.g.of DB2 or Oracle),andin a group
de nedin agroupwaresystem A subjectassignedo anenter
priserole may thusreceve seseralaccountsn differentsoft-
waresystemssimultaneously Thereby enterpriserolesallow
for a centralizedmanagemenof authorizationgor resources
locatedin severalheterogeneousystems Analogousfeatures
canalsobeintegratedwith existing standalon®BAC services,
as xoRBAC for example. For suchan integration we espe-
cially needanimplementatiorievel interfaceto mapERBAC-
level assignmentsf system-speci cpermissionor grouping
mechanismgo the correspondindarget systems.Kern et al.
especiallydescribeanadministratve conceptfor ERBAC.

Anothersoftwaretool supportingan ERBAC modelis the
Role Control Center(RCC) presentedy Ferraioloet al. [3].
The RCCtool supportggenerakole hierarchiesstaticsepara-
tion of duty constraintsandfunctionsfor permissionreview.
It providesa featurecalled“role graphnavigation”. The cor-
respondinghavigation schemalemandghat, at ary time, one
of thegraphnodesds selectedas“anchor”, RCCthendisplays
the n-tieredupward anddownward projectionsof this anchor
With respectto role-hierarchiesFerraioloet al. distinguish
“containment”and“inheritance”relationsbetweerroles. The
inheritancerelationde nes that a seniorrole inherits permis-
sionsfromits junior-role(s),while containmentefersto mem-
bership,i.e. all usersof the seniorrole are also usersof the
correspondingunior-role(s).

8 Conclusion

The scenario-drrienrole engineeringorocesqsee[8, 13))
supportsthe de nition of a policy rule setfor RBAC. In the
courseof the processa permissioncatalog,a constraintcata-
log, andde nitions of work pro les areproduced.Thesemod-
els/documentsene asthe foundationfor the de nition of a
tailored policy rule setwhich consistsof permissionsyoles,
andconstraints.The xoRET tool presentedn this paper was
explicitly developedto provide tool supportfor the scenario-
drivenrole-engineeringrocess.To supportchangemanage-
mentactivities, xoRET facilitatesthespeci cationandinspec-
tion of trace-relationsFurthermorexoRET is capableto pro-
ducea (preliminary)policy rule setthatcanbefurtherre ned
anddirectly importedby thexoRBAC [7, 13] component.

With our work we aim to provide an integratedand tool-

supportedmethodologyto engineer enforce, and maintain
role-basedaccessontrol policies. Sofar we describeda sys-
tematicrole engineeringapproachsee[8]), andan approach
to model accesscontrol relevant contect information and to

userequirementgngineeringechniquedo engineet(anden-

force)contet-dependenaiccesgontrolpoliciesbasedn con-

text constraints(see[13]). Moreover, we implementedthe

xORBAC accesscontrol servicethat can be usedto enforce
RBAC policiesincludingcontext constraintgsee[7, 13]). The

XORET tool presentedn this papemow providestool support
for theengineeringandmaintenancef role-basedccesson-

trol policiesincluding context constraints.
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