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Abstract

Likeeveryrequirementsengineeringprocess,theprocessof
roleengineeringfor role-basedaccesscontrol dependssigni�-
cantlyonhumanfactors. For thisreason,manyelementsof the
processcannotbeautomated(or at mostpartially). Neverthe-
less,tool supportis necessaryto copewith the complexity of
theprocessand to ef�ciently handlethedifferent interrelated
artifacts usedand producedduring the role engineeringpro-
cess.In this paper, wepresentthedesignandimplementation
of the XORET software tool which providestool supportfor
the scenario-drivenrole-engineeringprocess. Furthermore,
XORET is capableto producea policy rule setthat canbeim-
portedby theXORBAC accesscontrol service.

1 Intr oduction and Moti vation

Roleengineeringfor role-basedaccesscontrol (RBAC, cf.
[4]) is focusedon the elicitation, speci�cation, and mainte-
nanceof apolicy rulesetfor RBAC. In otherwords,roleengi-
neeringfor role-basedaccesscontrolis theprocessof de�ning
roles,permissions,constraints,androle-hierarchies(see[2]).

The scenario-driven role engineeringprocesspresentedin
[8, 13] is basedon the scenarioand goal concepts(seee.g.
[1, 14]). With ourwork weessentiallyaimatasystematicrole
engineeringmethodologythat is �e xible enoughto be appli-
cablefor arbitraryorganizationsandinformationsystems.An
importantrequirementfor a role engineeringmethodologyis
thesupportof changemanagementactivities to easetheprop-
agationof changesthat occurwithin the informationsystem
or its environmentinto all securityrelevantmodelsand�nally
into the policy rule set enforcedby a concretepolicy moni-
tor. However, the intricacy of realworld informationsystems
andthe respective modelsthat areusedandproducedduring
role engineeringactivities cannotbeconvenientlyhandledvia
a “manually operated”paper-basedprocess. Therefore,we
needspecialpurposesoftwaretoolsthatsupportroleengineer-
ing activities andfacilitatetheincorporationof changesinto a
con�gurationconsistingof severalRBAC relatedmodels.

In this paper, we presentthe designand implementation
of the XORET software tool which providestool supportfor
thescenario-drivenrole-engineeringprocess. It facilitatesthe

speci�cationandinspectionof trace-relationsto easechange
managementactivities, andit is capableto proposea (prelim-
inary) policy rule set. Moreover, policy rule setsproduced
with XORET canbedirectly importedby the XORBAC access
control service(see[7, 13]). The XORET role engineering
tool consistsof the XORET corecomponentand the XORET
graphicaluserinterface. XORET allows to createand main-
tain the different objectsthat are usedand producedduring
thescenario-drivenrole engineeringprocess.Figure1 shows
the main window of the XORET tool. The foregroundof this
�gure depictsanddescribesthe toolbar locatedat the top of
the XORET mainwindow. The XORET tool is implementedin
XOTcl [9] andTcl/Tk [11].
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Figure 1. The XORET GUI main windo w

Thepaperis organizedasfollows. In Section2 we give an
overview of thescenario-drivenroleengineeringprocess.Sec-
tion 3 thengoesinto detailaboutthestaticdesign-timestruc-
turesof theXORET corecomponent.Thesubsequentsections
give a descriptionof the XORET graphicalrole engineering
tool. However, dueto thepagelimitation wecanonly describe
a fractionof the functionalityprovidedby XORET. Thus,we
focuson thede�nition of processes/scenarios(Section4), the
speci�cationof trace-relationsbetweenXORET objectsandthe
inspectionof the resultingtracemodel (Section5). Further-
more, in Section6 we go into detail about the (automatic)
derivationof a (preliminary)policy rulesetfor RBAC.
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Figure 2. xoRET: main class relations

2 Scenario-driven RoleEngineering

This sectiongivesan overview of the scenario-drivenrole
engineeringprocess(for a more detaileddescriptionsee[8,
13]). We modelusagescenariosof aninformationsystemand
usethesescenarios/processesto derivepermissions.Eachsce-
nariois in essenceanactionandeventsequenceconsistingof
severalsteps,for exampleto describetheprocessingof adam-
ageeventin aninsurancecompany. Thus,to performacertain
scenario,a subjectneedsto be equippedwith theexact num-
berof permissionsthatareneededto completeeachstepof the
respective scenario.A task consistsof several scenariosand
a work pro�le containsall tasksthata certaintype of subject
(e.g.a certaintypeof employee)is allowedto perform.In the
further courseof the role engineeringprocess,work pro�les
areusedto derive roles(seeSection6). Moreover, we apply
goalsandobstaclesto de�ne context constraints(see[13]). In
our approach,a control objectiveis a goalspeci�edby theau-
thority which is responsiblefor the operationof a particular
system.Thereby, control objectivesde�ne acceptablesystem
behavior as intendedby the systemauthority (seealso[12]).
Likeothergoals,controlobjectivescanbede�nedondifferent
levels of abstraction.The permissioncatalog,the constraint
catalog,andthework pro�les areusedto de�ne aconcretepol-
icy rulesetfor RBAC thatis tailoredto theneedsof thecorre-
spondinginformationsystem(seealso[12]). Furthermore,the
roleengineeringprocessdirectlysupportschangemanagement
activities to allow for the correctandef�cient propagationof
changesinto all (possibly)affectedmodels(seealso[8]).

3 xoRET: Static Design-timeStructures

Figure3 shows theclassesof the XORET corecomponent.
In particular, it containsten “core classes”that representthe
differentartifactswhich areneededto conductthe scenario-
drivenrole engineeringprocess(controlobjectives,obstacles,
scenariosetc. - seealsoSection2). Eachcoreclassis a sub-

classof thexoRETObject class.ThexoRETObject classspec-
i�es commonmethodsfor all of its sub-classes,e.g. for the
de�nition of traceabilitylinks (seeSection5).
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Figure 3. Classes of the XORET core component

At runtime,eachobjectthat is instantiatedfrom oneof the
tencoreclassesis aggregatedwithin an xoRETManager object
(seeFigure3). ThexoRETManager classservesasFacade(see
[5]) for theXORET component.It hidesinternalXORET struc-
turesandprovidestheexternalAPI of XORET to othersoftware
components.Moreover, the xoRETManager classis a Factory
(see[5]) andis responsiblefor the creationandmanagement
of its aggregatedobjects.For example,it controlsthe instan-
tiation of new objects,writes statusmessagesto log-�les (if
logging is activated),andobservesthede�nition of traceabil-
ity links betweendifferentXORET objects.

Figure2 depictsthe main relationsamongthe ten XORET
core classesin more detail. Scenariostepsserve as a cen-
tral meansto derive Permission objects(see[8]). However,
stepsdescribingsysteminternalactionssometimesdonotneed
to be mappedto explicit user-level permissions. Neverthe-
less,dependingon theintendedabstractionlevel of theresult-
ing policy rule set, it may be sensibleto alsomodelpermis-
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Figure 4. The XORET scenario creation dialog

sionspertainingto internalactions.Furthermore,to providea
�e xible modelingenvironment,XORET allows to de�ne addi-
tional Permission objectsindependentfrom scenariosteps-
resultingin a 0..1 relationbetweenthePermission andStep
classes(seeFigure2). Similarly, work pro�les aretheprimary
meansto derive(preliminary)roles.However, in thecourseof
therole engineeringprocessderivedrolesareadapted,redun-
dantrolescanbedeleted,andadditionalrolesmaybede�ned
independentlyfrom thework pro�les (see[8]). In otherwords,
noteveryrole resultingfrom theroleengineeringprocessnec-
essarilyoriginates(directly) from a work pro�le.

Condition objects are associatedwith Objective or
Obstacle objects (see also [12, 13]). In particular, each
Objective andObstacle objectcontainsa list of abstractcon-
ditions thatarerepresentedby a short,descriptive, andinfor-
mal sentencerespectively (e.g. “studentsmay only edit their
own exam”, or “date greaterthan 2006/01/01”). In a later
step,theseabstractconditionsareusedto derive placeholder
Condition objects(seeSection6). EachContextConstraint
objectis linkedto oneor moreCondition objects,andto one
or more Permission objects(seeFigure2). Besidethe (au-
tomaticallyrecorded)implicit tracerelationsbetweenXORET
objects,it is possibleto de�ne explicit traces(seeSection5).

4 De�nition of Scenarios

The scenariocreationdialog shown in Figure 4 enables
thede�nition of XORET scenarios.Theprimaryelementof a
XORET scenario/processis adirectedgraphof steps.Although
not depictedin Figure4, it is possibleto de�ne labelsfor the
edgesin a stepgraph(e.g.to specifyguardconditions). The
left handsideof Figure4 shows a (scrollable)list of all Step

objectsthatarecurrentlyavailable.Theright handsideshows
thestepgraphof thecurrentscenario/process.Thestepgraph
canbeaccessedvia threedifferentfunctions,eachof which is
activatedthrougharespectiveradiobutton(seeFigure4):

� Thepencil-buttonactivatestheeditmodewhichallowsto
addor removestepsor edges.

� The pointer-buttonactivatestheselectmode. The select
mode,again,offerstwo distinctfunctions:

– First, one can choosea start node and an end
node(by drawing a “virtual” edgebetweenthetwo
nodes)to �nd theshortestpathbetweentwo nodes
(i.e. betweentwo steps).In particular, XORET per-
formsabreadth-�rst-searchto �nd theshortestpath
andcolors the affectednodesas follows: the start
nodeis coloredgreen,theendnodeis coloredblue,
andall intermediatestepsandedgesarecoloredyel-
low. The examplein Figure 4 shows the shortest
pathstartingfrom the step“User, fetch list of new
resources,from System”to the step“System,dis-
patchresource,to User”(notethateachXORET step
consistsof triplet includinganactor, performingan
actiondirectedata speci�c target).

– Second,one can computethe spanningtree for
one particularnodein the stepgraph. The span-
ning treeis computed,if, in selectmode,a nodeis
clicked without drawing an edgeto anothernode.
The spanningtree visualizes the reachability of
othersteps/nodes(i.e. it shows which nodescanbe
reachedstartingfrom aspeci�c node).

� Themagnify-buttonoffersa zoomfunctionfor thegraph.



As mentionedabove, eachXORET Scenario object con-
tainsagraphstructure.Thenodesof thisgrapharestepswhich
areconnectedvia labelededges.Labelededgescanbeusedto
modelguardconditions(conditionalbranches)for steptransi-
tions. Thus,we canspecifysimple linear stepsequencesas
well as complex scenarios/processeswith an arbitrary num-
ber of fork and join points, and/orconditionalbranchesbe-
tweensteps.Therefore,XORET scenarioscanmodelscenar-
ios/processesonanarbitrarylevel of abstraction.

5 Trace De�nition and Inspection

The trace-managementdialog allows for the speci�cation
anddeletionof explicit tracerelationsbetweenXORET objects
(seeFigure5). Theleft handsideof thedialogoffers� vedrop-
down lists (comboboxes)allowing to de�ne aspeci�c tracere-
lation. TheStarttypecomboboxchoosestheobject-typeaspe-
ci�c tracestartsfrom. Dependingon the selectedstart-type,
the Start objectcomboboxis �lled with the namesof all in-
stancesof thecorrespondingstart-type.Thesameprocedureis
appliedfor theDestinationtypeandDestinationobjectboxes.
TheTracetypebox offersa (extensible)list of trace-relations
thatcanbeestablishedbetweenXORET objects.

List of all traces 
starting from the 
"start object"

Figure 5. The XORET trace management dialog

The addTraceRelation method shown in Figure 6 de-
�nes bidirectional trace relations betweenXORET objects.
In XORET eachtrace-typeis associatedwith a counterpart
which de�nes the nameof the correspondingoppositetrace-
direction. Examplesfor suchtrace-typepairsare: [sub-goal,
super-goal], [contains,part-of], or [re�nes, re�ned-by]. The
tracetype counterparts instancevariable is an array that
storesall valid XORET trace-typepairs.At any time,arbitrary
new trace-typepairscanbede�ned via theaddTraceTypePair
method. To establisha bidirectional tracebetweentwo ob-
jects the addTraceRelation methodestablishestwo directly
opposedunidirectionaltraces.

xoRETManager instproc  addTraceRelation  {sourcetype source 
                                        tracetype targettype target} {
 if  {[my isValidTraceType $tracetype]} {
    if  {[$source addTrace $tracetype $targettype $target]} {
       return  [$target addTrace \
              [my set tracetype_counterparts($tracetype)] $sourcetype $source]
    }
  }
  return  0
}

Figure 6. The addTraceRelation method

EachxoRETObject usesanumberof internalarraysto store
tracerelations. The nameof a particular trace-arraycorre-

spondsto the object-type(i.e. the class-name)of the target-
objectsthatarereferencedvia this array(seeFigure7). Each
array index representsa particular trace-type(e.g. contains,
re�nes, part-of, owns), and the valuestoredat a speci�c in-
dex positionis a list consistingof oneor moreobject-names.
For example, a Scenario object Scenarioa may have sev-
eraltracesto otherScenario objects.Thus,thecorresponding
trace-linksarestoredin anarraynamed“Scenario”(cf. Figure
7). The tracesdepictedin Figure7 de�ne thatScenarioa re-
�nes Scenariox andis re�ned by Scenarioy andScenarioz .

xoRETObject instproc  addTrace  {tracetype targettype target} {
  my instvar $targettype
  if  {![my existTrace $tracetype $targettype $target]} {
    if  {[info exists [set targettype]($tracetype)]} {
      set current [set [set targettype]($tracetype)]
      set new [lappend current $target]
      set [set targettype]($tracetype) $new
      return  1 
    } else  {
      lappend [set targettype]($tracetype) $target
      return  1
    }
  } 
  return  0
}

Objective ObstacleTargettype . . . . . .

Trace-arrays (defined as instance variables)

xoRETObject (e.g. a Scenario object: Scenario_a)

Scenario

Example entries for a scenario-trace-arrayA Tcl-Array for each target-type

Index: refines      Value: Scenario_x
Index: refined-by Value: Scenario_y, Scenario_ztargettype(tracetype) target

Figure 7. The addTrace method

Thelowerpartof Figure7 showstheaddTrace methodde-
�ned in the xoRETObject class. It receives threemandatory
inputparameters- tracetype , targettype , andtarget . If the
respective tracedoesnot alreadyexist, the methodaddsthe
correspondingtracerelationasdiscussedabove.

An alternativeoptionto specifytracerelationsbetweendif-
ferentprogrammingobjectswouldbethede�nition of explicit
trace-objects.However, in our experiencesthe above men-
tionedprocedureto storetracesasarrayvariablesof XORET
objects has several advantagescomparedto explicit trace-
objects. The array-basedapproachoffers a straightforward
way to query tracerelationsin many different ways, e.g. to
fetchall tracesassociatedwith aparticularXORET object,or to
fetchall tracesof a particulartrace-typepointingfrom agiven
objectto otherXORET objectsof a certainobject-type;for ex-
ample,all ful�lls tracespointingfrom Scenarioa to instances
of the Objective class. In contrastto that, it is, in the gen-
eralcase,by far morecomplicatedto performsimilar queries
in a set of explicit trace-objects(in general,one may either
performa bruteforcesearchtraversingall trace-objectsor de-
�ne a respective query-language).An advantageof individual
trace-objectscouldbethede�nition of additionalinformation
attachedto atrace-relationitself. Nevertheless,if required,this
couldalsobeintegratedwith thearray-basedapproach.

All tracerelationstogetherform the XORET tracemodel
which canbe visualizedandinspectedto analyzethe depen-
denciesbetweenXORET objects.Therespectivedialogallows
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Figure 8. The XORET trace model inspection dialog

to selectively displaycertaintracerelations(seeFigure8). In
particular, it allowstoselecttheobjecttypesandthetracetypes
to bevisualized.Similar to thescenariode�nition dialog(see
Section4), the tracemodeldialog allows to zoomthe corre-
spondingmodel,to computethespanningtreeof a particular
node,or to computetheshortestpathbetweentwo nodes.The
exampledepictedin Figure8 shows thespanningtreefor the
controlobjective “Secureonlineexams”. In XORET thespan-
ning treeis coloredasfollows: thestartnodeis coloredgreen
andall reachablenodes,aswell astheedgesrequiredfor the
spanningtree,arecoloredyellow.

6 Derivation of a Preliminary Policy Rule Set

Oncethecontrolobjectives,obstacles,scenarios,tasks,and
work pro�les arede�ned, we canautomaticallyderive a (pre-
liminary) RBAC policy rule set (seealso [8, 13]). In our
approachan RBAC policy rule setconsistsof roles,permis-
sions,context constraints,conditions,and the corresponding
assignmentrelations. We now describethe XORET meth-
ods that are applied to derive a preliminary policy rule set.
The derivePermissionFromStep method(seeFigure 9) re-
ceives threemandatoryparametersto identify the respective
step(actor , action , target ). It usesthe lookup method(de-
scribedbelow) to determinethefully quali�ed nameof thecor-
respondingStep objectandto createanew Permission object,
if necessary. Subsequently, a[derived-fromStep] traceis estab-
lishedbetweenthetwo Permission andStep objects.

xoRETManager instproc  derivePermissionFromStep  {actor action target} {
  set step [Step lookup 0 [self] $actor $action $target]
  if  {$step != "FAILED"} {
    set perm [Permission lookup 1 [self] $action $target]    
    # establish trace-link if necessary
    if  {![$perm existTrace derived-from Step $step]} {
       [self] addTraceRelation \
              Permission [$perm name] derived-from Step [$step name]
    }
    return  1
  }
  return  0
}
Permission proc  lookup  {create parent args} {
  set permname [ eval  join $args _]
  set permission ${parent}::permissions::$permname
  if  {[$parent existPermission $permission]} {
    return  $permission
  }
  if  {$create} {
   return  [Permission $permission -name      $permname \
                                  -operation [lindex $args 0] \
                                  -object    [lindex $args 1]]
  }
  return  FAILED
  }
}

Figure 9. Derive permissions from steps

The lookup methodis de�ned as an object-speci�cproc
on eachof the ten coreclasses(seeSection3). This method
providestwo functionsdependingon thevalueof the create
parameter. Figure9 shows the lookup methodde�ned for the
Permission class.If thecreate parameteris setto 0 (false)the
lookup methodchecksif a respective objectexistsandeither
returnsthefully quali�ed objectnameor thevalue“FAILED”
(seeFigure9). In casethecreate parameteris setto 1 (true),
the lookup methodcreatesa respectiveobject,if necessary.

ThederiveRoleFromWorkProfile methodis appliedto au-
tomaticallygeneratea Role object for eachwork pro�le (see



xoRETManager instproc  deriveRoleFromWorkProfile  {profile} {
  set profile [WorkProfile lookup 0 [self] $profile]
  if  {$profile != "FAILED"} {
    set role [Role lookup 1 [self] "Role [$profile name]"]
    # establish trace-link if necessary
    if  {![$role existTrace derived-from WorkProfile $profile]} {
       [self] addTraceRelation \
              Role [$role name] derived-from WorkProfile [$profile name]
    } 
    # assign permissions if necessary
    foreach  p [my getPermissionsLinkedToWorkProfile [$profile name]] {
      if  {![$role ownsPerm $p]} {
         [self] permRoleAssign [$p name] [$role name]
      }
    }
    return  1
  } 
  return  0
}

Figure 10. Derive roles from work pro�les

Figure10). The nameof the new Role objectconsistsof the
respective work pro�le namewith the pre�x “Role”; so the
nameof a rolederivedfrom the“Teacher”work pro�le would
be“Role Teacher”for instance.If necessary, a corresponding
Role objectis created(via the lookup method),anda[derived-
from WorkPro�le ] trace-linkis established.Subsequently, the
getPermissionsLinkedToWorkProfile method determines
the permissionslinked to the respective WorkProfile object
(seeFigure 10). To �nd the correspondingpermissionsthe
methodfollowsthetraceabilitylinks establishedbetweenwork
pro�les andtasks,tasksandscenarios,scenariosandsteps,and
stepsandderived permissions(seealso[8]). Finally, the re-
spectivePermission objectsareassignedto the(new) role.

xoRETManager instproc  derivePreliminaryRoleHierarchy  {} {
  # check for redundancies and add junior-role relations
  foreach  r1 [my getRoleList] {
    foreach  r2 [my getRoleList] {
      if  {$r1 != $r2} {
        if  {[[self] equalPermissions [$r1 name] [$r2 name]]} {
           $r1 roleswithequalpermissions [concat [$r1 roleswithequalpermissions] $r2]
           $r2 roleswithequalpermissions [concat [$r2 roleswithequalpermissions] $r1]
        }
        if  {[[self] role1PermsSupersetOfRole2Perms [$r1 name] [$r2 name]]} {
          if  {![$r1 hasJuniorRole $r2]} {
             [self] addJuniorRoleRelation [$r1 name] [$r2 name]
          }
        }
      }
    }
  }
  # remove redundant junior-role relations
  [self] updateRoleHierarchy
  # remove redundant permissions
  [self] removeRedundantPermissionsFromRoles
}

Figure 11. Derive a preliminar y role hierar chy

The derivePreliminaryRoleHierarchy method(cf. Fig-
ure 11) automaticallyderives a (preliminary) role-hierarchy
(or hierarchies). Two roles owning an identical set of per-
missionsmay be redundantandare thuscandidatesfor later
re�nement or deletion. In particular, eachRole objecthasa
roleswithequalpermissions instancevariableto storelinks
to “identical” roles (seeFigure 11). For two distinct roles
r1 and r2, the role1PermsSupersetOfRole2Perms method
checksif thepermissionsof r 2 constitutea subsetof theper-
missionsof r 1. In sucha case,we saythat r 1 is greaterthan
r2 (r1 > r2). If themethod�nds a respectivepair of roles,r 2
is de�ned asjunior-rolefor r 1. After thejunior-rolederivation
procedureis �nished, we remove redundantjunior-role rela-
tionsandredundantpermissionsfrom eachrole.

To remove redundant junior-role relations
the updateRoleHierarchy method invokes the
removeRedundantSuperclasses methodfor eachRole object

xoRETManager instproc  updateRoleHierarchy  {} {
  foreach  role [my getRoleList] {
    $role removeRedundantSuperclasses
  }
}
Role instproc  removeRedundantSuperclasses  {} {
  set new [my info superclass]
  foreach  supercl [my info superclass] {
    foreach  class [$supercl info heritage] {
      set index [lsearch -exact $new $class]
      #if class is in "my superclass" 
      #and "my superclass heritage"
      if  {$index != -1} {
        #remove class from the superclass list of self
        set new [lreplace $new $index $index]
      }     
    }
  }
  #set new superclass list
  [self] superclass $new
}

Figure 12. Removing redundant role relations

aggregatedby thecorrespondingXORET instance(seeFigure
12). In XORET and XORBAC roles are de�ned as classes
which canbearrangedin a classhierarchyto form a directed
acyclic graph.ThesuperclassrelationbetweenXOTcl classes
is thusappliedto straightforwardlyde�ne arole-hierarchy(for
further detailssee[7]). The removeRedundantSuperclasses
methodusesthe XOTcl introspectionmechanism(seealso
[9, 15]) to gain knowledge about the superclassesof the
correspondingRole object. It thenremovesall rolesfrom the
superclasslist which are direct and indirect superclassesof
the correspondingRole object at the sametime (seeFigure
12). Finally, it registersthenew (redundance-free)superclass
list for therespectiveRole object.
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Figure 13. Redundant inheritance relations

Figure13a)depictsa hierarchywith redundantinheritance
relations.In particular, therelationsbetweenthefollowingrole
pairsareredundant[R1; R4], [R1; R7], [R2; R5], and[R3; R6].
For the example in Figure 13a) the updateRoleHierarchy
methodremovesall redundantinheritancerelationsresulting
in thehierarchydepictedin Figure13b).

The removeRedundantPermissionsFromRoles method
shown in Figure 14 identi�es and revokes all permissions
which are,at the sametime, directly and indirectly (through
therole-hierarchy)assignedto a XORET Role object. In other
words,we revoke all permissionsthataredirectly assignedto
a role andarealsoinheritedfrom its junior-roles. Whenthis
stepis �nished we have de�ned a preliminaryrole-hierarchy
(seealsoFigure11).

Figure15showsthederiveCCFromObstacle methodwhich
de�neshow XORET derives(preliminary)ContextConstraint



objectsfrom Obstacle objects(seealso [12]). The corre-
spondingXORET methodto derive context constraintsfrom
Objective objects(deriveCCFromObjective ) is similar to the
derivationprocedurefor obstacles.

xoRETManager instproc  removeRedundantPermissionsFromRoles  {} {
  foreach  role [my getRoleList] {
    foreach  perm [$role getAllDirectlyAssignedPerms] {
      if  {[$role ownsPermThroughInheritance $perm]} {
         $role revokePerm $perm
      }
    }
  }
}

Figure 14. Remove redundant permission­to­
role assignment relations

The deriveCCFromObstacle method (cf. Figure 15) re-
ceivesa mandatoryparameterobstacle which identi�es the
correspondingObstacle object. In XORET eachObstacle
and eachObjective object possessan instancevariable to
storethe abstractconditionsthat are associatedwith the re-
spective Obstacle (or Objective ). In essence,this instance
variable is a Tcl list, and eachlist entry representsan ab-
stractcondition (seealso [13]). For eachabstractcondition
the deriveCCFromObstacle methodcreatesa corresponding
Condition object and establishesa [derived-from Obstacle]
trace-link,if necessary.

The deriveCCFromObstacle method then creates a
ContextConstraint object (see Figure 15). The name
of the ContextConstraint object is determined from
the type and the name of the corresponding obsta-
cle (an example of a respective ContextConstraint
name is “Avoid AccessBefore200601 01”). In the
next step, the Condition objects are linked to the (new)
ContextConstraint (seeFigure15). Notethat theaforemen-
tioned procedurespeci�es exactly one ContextConstraint
object which is linked to all Condition objects de-
rived from the correspondingobstacle. Afterwards, the
getAllPermissionsInfluencedByObstacle methodusesthe
trace-linksbetweenXORET objectsto detectall permissions
thatarein�uenced by therespective obstacle(seeFigure16).
Finally, the (new) ContextConstraint is linked to eachof
thesepermissions(seeFigure15).

To �nd all permissionsthat are in�uenced by a certain
obstacle, the getAllPermissionsInfluencedByObstacle
method �rst determines all Objective objects that are
linked to the corresponding Obstacle object via an
[impedesObjective] trace-link (cf. Figure 16). Then, the
getAllPermissionsPotentiallyNeededForObje ctive
method is called to determine the permissionsthat are
neededto perform the scenarios/processeswhich are as-
sociatedwith the respective objectives. In particular, the
getAllPermissionsNeededForScenario methodtraversesall
Step objectslinked to a Scenario andassemblesa list of the
Permisssion objectslinked to thesestepsvia an [origin-of
Permission] trace-link (see Figure 16). To assurethat all
permissionsneededfor a particular scenarioare found, the
getAllPermissionsNeededForScenario method recursively

xoRETManager instproc  deriveCCFromObstacle  {obstacle} {
  set obstacle [Obstacle lookup 0 [self] $obstacle]
  set conditions [$obstacle getAbstractConditionList]
  if {$conditions != ""} {
    foreach  cond $conditions {
      set condition [Condition lookup 1 [self] $cond]
      # establish trace-link if necessary
      if  {![$condition existTrace derived-from Obstacle $obstacle]} {
         [self] addTraceRelation \
                Condition [$condition name] \
                derived-from Obstacle [$obstacle name]
      }
      lappend clist $condition
    }
    set constraint [ContextConstraint lookup 1 [self] \
                    "[$obstacle type] [$obstacle name]"]
    # establish trace-link if necessary
    if  {![$constraint existTrace derived-from Obstacle $obstacle]} {
       [self] addTraceRelation \
              ContextConstraint [$constraint name] \
              derived-from Obstacle [$obstacle name]
    }
    # link conditions to constraint if necessary
    foreach  cond $clist {
      if  {![$constraint hasCondition $cond]} {
         [self] linkConditionToContextConstraint [$cond name] [$constraint name]
      }
    } 
    # link constraint to permissions if necessary
    foreach  perm [my getAllPermissionsInfluencedByObstacle $obstacle] {
      if  {![$perm hasContextConstraint $constraint]} {
         [self] linkContextConstraintToPerm [$constraint name] [$perm name]
      }
    }
  }
}

Figure 15. Derive ContextConstraint objects

seeksthroughthescenariosthatareconnectedvia a [re�ned-
by Scenario] trace. A similar procedureis performed in
the getAllPermissionsPotentiallyNeededForObjective
method which recursively visits all Objective objects
connectedvia a [sub-goalObjective] trace(seeFigure16).

xoRETManager instproc  getAllPermissionsInfluencedByObstacle  {obstacle} {
  set perms ""
  foreach  obj [$obstacle getAllTraceTargets impedes Objective] {
    set perms [concat $perms \
              [my getAllPermissionsPotentiallyNeededForObjective $obj]]
  }
  return  [lsort -dictionary -unique $perms]
}
xoRETManager instproc  getAllPermissionsPotentiallyNeededForObjective  {objective} {
  set perms ""
  foreach  scenario [$objective getAllTraceTargets fulfilled-by Scenario] {
    set perms [concat $perms [my getAllPermissionsNeededForScenario $scenario]]
  }
  foreach  obj [$objective getAllTraceTargets sub-goal Objective] {
    # recursively seek in sub-goals
    set perms [concat $perms \
              [my getAllPermissionsPotentiallyNeededForObjective $obj]]
  }
  return  [lsort -dictionary -unique $perms]
}
xoRETManager instproc  getAllPermissionsNeededForScenario  {scenario} {
  set perms ""
  foreach  step [$scenario getSteps] {
    set perms [concat $perms [$step getAllTraceTargets origin-of Permission]]
  }
  foreach  rs [$scenario getAllTraceTargets refined-by Scenario] {
    # recursively seek in refinement scenarios
    set perms [concat $perms [my getAllPermissionsNeededForScenario $rs]]
  }
  return  [lsort -dictionary -unique $perms]
}

Figure 16. Obstac les in�uence Permissions

The RBAC policy rule set that resultsfrom the derivation
proceduresdescribedin this sectionservesasa basisfor the
speci�cationof a re�ned andadaptedpolicy rule setthat can
be appliedto the correspondinginformationsystem.Further
re�nementproceduresmayincludethede�nition of additional
roles, the deletionof redundantroles,or the speci�cation of
additional context constraintsfor example. Moreover, the
scenario-drivenapproachinherentlysupportschangemanage-
mentactivities. Thereby, it supportsthemanagementof RBAC
policiesandallows to tailor the policy rule setto changeson
eachrelevantabstractionlevel (seealso[8, 12]).



7 RelatedWork

In [10], Osbornet al. presentthe Role GraphTool which
supportsthe de�nition and administrationof generalRBAC
role-hierarchies(directedacyclic graphs).Thepaperdescribes
how they appliedthetool to simulateRBAC policiesin ACL-
basedUnix systems.

Kern et al. describea commercialsoftware tool (SAM
Jupiter)thatsupportsanRBAC variantcalledenterpriserole-
basedaccesscontrolmodel(ERBAC) [6]. An “enterpriserole”
is a role which subsumesaccessrights of several underlying
softwaresystems.For example,an enterpriserole could pro-
vide simultaneousmembershipin a certainUnix group, in a
database-speci�crole (e.g.of DB2 or Oracle),andin a group
de�ned in agroupwaresystem.A subjectassignedto anenter-
priserole may thusreceive severalaccountsin differentsoft-
waresystemssimultaneously. Thereby, enterpriserolesallow
for a centralizedmanagementof authorizationsfor resources
locatedin severalheterogeneoussystems.Analogousfeatures
canalsobeintegratedwith existingstandaloneRBAC services,
as XORBAC for example. For suchan integration we espe-
cially needanimplementationlevel interfaceto mapERBAC-
level assignmentsof system-speci�cpermissionsor grouping
mechanismsto the correspondingtarget systems.Kern et al.
especiallydescribeanadministrativeconceptfor ERBAC.

Anothersoftwaretool supportingan ERBAC modelis the
Role Control Center(RCC) presentedby Ferraioloet al. [3].
TheRCCtool supportsgeneralrole hierarchies,staticsepara-
tion of duty constraints,andfunctionsfor permissionreview.
It providesa featurecalled“role graphnavigation”. Thecor-
respondingnavigationschemedemandsthat,at any time, one
of thegraphnodesis selectedas“anchor”,RCCthendisplays
then-tieredupwardanddownwardprojectionsof this anchor.
With respectto role-hierarchies,Ferraioloet al. distinguish
“containment”and“inheritance”relationsbetweenroles.The
inheritancerelationde�nes that a senior-role inheritspermis-
sionsfrom its junior-role(s),while containmentrefersto mem-
bership,i.e. all usersof the senior-role are also usersof the
correspondingjunior-role(s).

8 Conclusion

The scenario-drivenrole engineeringprocess(see[8, 13])
supportsthe de�nition of a policy rule set for RBAC. In the
courseof theprocess,a permissioncatalog,a constraintcata-
log,andde�nitions of work pro�les areproduced.Thesemod-
els/documentsserve as the foundationfor the de�nition of a
tailoredpolicy rule set which consistsof permissions,roles,
andconstraints.The XORET tool presentedin this paper, was
explicitly developedto provide tool supportfor the scenario-
driven role-engineeringprocess.To supportchangemanage-
mentactivities,XORET facilitatesthespeci�cationandinspec-
tion of trace-relations.Furthermore,XORET is capableto pro-
ducea (preliminary)policy rule setthatcanbefurtherre�ned
anddirectly importedby theXORBAC [7, 13] component.

With our work we aim to provide an integratedand tool-

supportedmethodologyto engineer, enforce, and maintain
role-basedaccesscontrolpolicies. So far we describeda sys-
tematicrole engineeringapproach(see[8]), andan approach
to model accesscontrol relevant context information and to
userequirementsengineeringtechniquesto engineer(anden-
force)context-dependentaccesscontrolpoliciesbasedoncon-
text constraints(see[13]). Moreover, we implementedthe
XORBAC accesscontrol servicethat can be usedto enforce
RBAC policiesincludingcontext constraints(see[7, 13]). The
XORET tool presentedin this papernow providestool support
for theengineeringandmaintenanceof role-basedaccesscon-
trol policiesincludingcontext constraints.
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