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Abstract 

 
Non-functional requirements, such as security, are 

critical in practical systems, but despite promising 
academic theory, established practices in functional and 
non-functional requirements remain disjointed: the 
development of functional requirements focuses on 
external behaviour, and non-functional requirements are 
developed using risk-based criteria. This paper draws on 
the experience of developing requirements for a grid-
based project, the Distributed Aircraft Maintenance 
Environment (DAME), which is a collaborative industrial 
system with critical security requirements. We conclude 
that a fully integrated process for functional and non-
functional requirements would greatly benefit the stability 
of the subsequent development, and show that such an 
approach is possible, by proposing a general model that 
shows how the artefacts generated for both purposes 
interact. The interaction model captures important 
experience, and can be used to understand and integrate 
functional and non-functional requirements processes in 
practice.  

 

1. Introduction 

An important aspect of requirements engineering is the 
treatment of non-functional as well as functional 
requirements, but satisfactory approaches for capturing 
and analysing non-functional requirements have yet to 
mature [1]. A recent large-scale, industrially-based grid 
project, the Distributed Aircraft Maintenance 
Environment (DAME) required the elicitation and 
management of both functional and non-functional 
(security) requirements. Applying established 
requirements practice to both aspects was successful, but 
the interaction between accepted methods in the two 
disciplines highlighted fundamental differences in their 
nature, and suggested an integrated requirements 

management approach that can improve the stability of 
both types of requirement. 

Functional requirements were developed via scenarios, 
which were initially described at the boundary of the 
system, then elaborated to show the interaction of the 
many services that make up DAME. Functional 
requirements for the whole system were first developed, 
then analysis and high-level design proceeded to the point 
at which the services offered by the different 
collaborators and systems could be identified. 

The starting point for security requirements is a risk-
based appraisal of the assets in the system, which 
includes an assessment of critical unwanted outcomes for 
those assets (known as stakeholder concerns). These 
concerns are concrete security goals rather than 
operationalized requirements, since security control 
requirements (or security policies) are not necessarily 
close to the assets they protect; further analysis is needed 
to establish true requirements, and this is reported 
separately [2]. 

In order to establish meaningful asset concerns, the 
main assets in the system have to be exposed and 
understood. This results in feedback between the 
functional and non-functional requirements processes. 
This feedback is the subject of this paper, which proposes 
a more unified process, based on this practical 
experience. 

The contribution of this paper is to: 
• describe the practical experience of managing both 

functional and non-functional requirements in a 
complex distributed system; 

• show the interaction between the main components 
of the requirements system, and how they expose 
fundamental differences between the functional and 
non-functional perspectives; and  

• propose a single-process for functional and non-
functional requirements, based on this experience. 

The next section (2) introduces DAME and the 
requirements process used in this project. This is 
followed by a summary of related work in section 3.  
Section 4 describes our practical experience, and 
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highlights tension, interaction and feedback between 
functional and non-functional aspects.  Section 5 
summarises the lessons learned, and proposes how these 
processes can be better integrated.  Section 6 concludes 
the paper. 

2. Background: DAME and Requirements 

DAME is an e-Science pilot project to produce a 
diagnostic system for aero engines, implemented as a set 
of collaborating services using the Grid computing 
paradigm [3].  The input to DAME is monitoring and 
sensor data obtained during flight, and the system 
provides a collaborative environment where expert users 
in different organisations work together to interpret the 
data.   

The DAME collaborative process spans several 
companies and supports a high-valued contractual 
relationship.  The project has two industrial customers 
(Rolls-Royce plc, and Data Systems & Solutions, LLC) 
and the development work was distributed between four 
university-based development teams (Universities of 
York, Leeds, Sheffield and Oxford) and Cybula Ltd, each 
of which brought specific skills and industrial properties 
to the project.   

This project is a demanding test case for requirements 
engineering, since it has essential non-functional 
requirements arising from the contrasting needs of 
different industrial partners, and a wide range of 
stakeholders with contrasting viewpoints. 

DAME used established processes for eliciting and 
documenting functional requirements, based on the use of 
scenarios and use-cases [4].  The process started with the 
definition of the system scope, boundaries, actors, user 
goals, and outermost use cases.  System use cases were 
developed hierarchically from the outermost use cases 
and the users’ goals.  The purpose of defining the system 
boundary was to precisely determine the design scope of 
the system.  Outermost use cases showed how the system 
goals contributed to a wider context, and acted as a check 
on the purpose of user goals. 

Security requirements were established via risk 
analysis [2], which contrasted the likelihood of a security 
threat (potential harm) with the impact (damage or cost to 
the business) to the stakeholder if that threat were 
realised.  Unacceptable risks can be mitigated by reducing 
their likelihood or impact; the former eventually results in 
the need for security controls or functions within the 
system. The requirements baselines for risk analysis are 
the unwanted security outcomes to system assets (known 
as concerns), which are quantified in business terms.  An 
asset is a resource of value to an organisation, including 
hardware, software, data, people and soft assets 
(reputation or intellectual property).  This process is asset 

driven: it identifies stakeholder concerns, or unwanted 
outcomes, for assets, and these provide concrete security 
goals.  It is also necessary to elicit a wider model of the 
system environment, including possible attackers and 
their motives, in order to estimate attack likelihood. 

It is clear that the black-box perspective of the 
functional requirements process does not provide 
sufficient exposure of internal assets for an asset-driven 
security requirements process.  This problem was 
resolved by allowing requirements development to 
progress to the point at which the internal business assets 
had been identified, prior to security requirements 
elicitation.  Control of the granularity of the resulting 
assets is critical: if the design is developed in too much 
detail, assets are not meaningful in business terms to 
stakeholders and it is difficult therefore to elicit security 
concerns. The level of detail needs to be just sufficient to 
describe the internal business processes of the new 
system. 

3. Related Work 

Cockburn [4] deals extensively with functional 
requirements documentation through use cases including 
the use of ‘black box’ views and where necessary 
‘transparent box’ views.  His use of outermost use cases 
to explore how a new system fits into its environment 
proved particularly valuable in this project. 

The use of different views to adapt to the perspectives 
of different stakeholders is also a feature of our work.  
Sommerville [5] provides a survey of viewpoint-oriented 
approaches, and suggests ways of overcoming the 
practical problems of introducing them to industry. 

The established decision criterion for security 
requirements is risk to specific system assets, and this is 
established in both standards [6] and practice [7]. 

These approaches amount to current best practice, but 
are not integrated; our aim was to explore the extent that 
established practices for both functional and non-
functional requirements can be used together in a project. 

 In contrast, there are other requirements approaches 
that are under development, but are not yet widely 
deployed. The main alternative to eliciting security 
requirements via consideration of assets is to use high-
level goals.  Traceability of security constraints to goals is 
a feature of goal-based requirements development [8, 9] 
which has also been tested in industrial settings.  Goal 
attributes (rather than separate goals) have been 
suggested as a means to specify non-functional 
requirements including security [10, 11].  Other authors 
have suggested eliciting and refining security and 
functionality goals separately, and then merging the 
resulting operationalized requirements [12] or direct 
refinement of security goals [13]. 



An alternative approach is the use of abuse cases, 
which aim to elicit unwanted behaviour in a similar way 
that use-cases elicit wanted behaviour [14, 15].   

The goal community has recently begun to consider 
objects that are nearer to the assets understood by the 
security community [16, 17]; however, neither goal-based 
requirements management, nor abuse cases have yet been 
reconciled with established risk-based security 
engineering.  

4. The Requirements Processes in Practice 

This section describes our experience in following the 
processes outlined in section 2.  In particular we focus on 
problems caused by the separate development of 
functional and security requirements, and how they were 
overcome; from this we are able to suggest ways in which 
the processes can be better integrated. 

4.1. Functional Requirements 

Functional requirements need to characterise the 
whole of the system under design, and to achieve this it is 
necessary capture significant behaviours of external 
actors and systems.  This requires an understanding of 
how DAME works within the existing aircraft 
maintenance environment, and how its introduction 
changes the way people work.  After defining the 
stakeholders, the first step was to agree the context of the 

system, and hence the design scope for the rest of project.  
This was complicated because stakeholders were still 
formulating ideas about how the system would work with 
existing systems, and these were also evolving.  
Identification of the top-level use cases required 
extensive discussion with stakeholders (both customers 
and developers) using the techniques and templates and 
described in [4].  Much time was spent eliciting scenarios 
and goals, and analysing outermost goals and use cases, 
to develop a consistent view that fitted the customers’ 
business models. 

Identifying the outermost goals (outside the system) 
that DAME must support helped the stakeholders develop 
an understanding of the functional boundary.  Each 
outermost goal was refined into sub goals for other actors 
and eventually into use cases for existing systems and for 
DAME. 

Figure 1 shows how the external behaviours were 
identified and successively broken down from the 
outermost goal ‘Release Aircraft’ through the ‘Release 
Engine’ goal to the DAME use cases.  The outermost 
goal encompasses all checks and work done on an aircraft 
after it lands necessary to ensure it is ready for the next 
flight.  To achieve this outermost goal, many sub goals 
have to be completed, ranging from cleaning the cabin to 
maintenance checks that include the Release Engine goal.  
The Release Engine goal encompasses all the checks and 
operations necessary on each engine to ensure that it is 
released for the next flight.   
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Figure 1. Hierarchical breakdown of ‘Release Aircraft’ outermost goal (Release Engine goal only) 



Also, figure 1 shows the breakdown of the Release 
Aircraft outermost goal, for only the Release Engine sub 
goal; many other sub goals exist but they do not involve 
DAME.  This sub goal is broken down through the 
various actors and scopes until the use cases are 
identified. 

The primary business process in DAME is problem 
identification, escalation and analysis. Problems detected 
may be escalated from airport Maintenance Engineers to 
Maintenance Analysts at a maintenance data centres, and 
eventually to Domain Experts at the engine manufacturer.  
Three main DAME use cases were defined:  
• Perform Brief Diagnosis/Prognosis; 
• Perform Detailed Diagnosis, Prognosis and Decision 

Support; and 
• Perform Detailed Analysis.    

The behaviour of DAME was therefore defined in 
conjunction with behaviour outside the system, resulting 
in an agreed boundary and a set of business processes to 
be supported by the system.  Our experience confirms the 
value of establishing the wider context during this 
process, and the high investment in programme and 
stakeholder time required to achieve that understanding. 

4.2. Inside the System Boundary 

In the DAME project it also proved necessary to 
establish a ‘transparent-box’ view of the system in order 
to: 
• check the sufficiency of the boundary perspective; 
• accommodate the viewpoints of diverse development 

teams; and 
• expose internal business assets for security analysis. 

The transparent-box view of the system used 
interaction diagrams to show how its use cases were 
implemented by internal services, and identify the data 
items that flow between them. 

The Boundary Perspective: the boundary view was 
adequate for user interaction with the system, but 
inadequate for the definition of the interfaces to other 
systems.  The interface between DAME and other 
customer systems evolved significantly as the top-level 
model of DAME developed, and some of these changes 
were major.  For example, the final design uses a 
distributed storage capability for historical sensor data 
within DAME; in contrast, the initial requirement for 
DAME was to access the data from a centralised external 
data store. 

Development Teams: the requirements problem for 
developers was the technical capabilities and limitations 
of key industrial properties.  The system ultimately 
depends on exploiting these technologies, but the 

designers that understand their capabilities and limits are 
concerned with the performance of sub-systems and 
services, rather than the total system behaviour.  Given 
multiple development teams, it is necessary to expose 
some the internal detail of the system in order to expose 
functional issues of feasibility and technical capability. 

Assets and Security: the security requirements process 
is asset driven, so the first step is to ensure that business 
assets within the system have been identified and 
understood.  By ‘business asset’ we mean an asset that is 
meaningful to stakeholders, including the system’s 
customers, and about which it is possible to elicit 
concerns quantified in business terms. 

Some business assets are evident when considering the 
system as a black-box; for example, data assets 
exchanged between the system and other systems or 
actors can be identified because they cross the system 
boundary.  However, business assets also occur within 
the system, requiring the development of a top-level 
system design. 

For example, the functional requirements of DAME 
require an engine simulation, the ability to search for 
previous occurrences of similar symptoms in sensor data, 
and the need to consult the maintenance history of related 
engines.  The last of these – the maintenance history – is 
held in a different system, so it is fully exposed at the 
system boundary.  However, the other two – simulation 
algorithms and historical sensor information – determine 
the need for assets within DAME that are both 
meaningful, and critical, in business terms. 

Therefore, to identify the significant business assets it 
is necessary to view the system as both a black-box and a 
transparent-box.  However, it is important to limit the 
depth of the transparent-box view, otherwise internal 
design features are generated that stakeholders are unable 
to relate to their business.  The criterion of business 
relevance was therefore used to limit the amount of high-
level design carried out prior to the security requirements 
process. 

4.3. Eliciting Asset Concerns 

Once the assets had been identified, each was 
individually assessed.  This entailed discussing with the 
stakeholder what concerns they had about each asset (i.e. 
determining unwanted outcomes for each asset) and the 
impact should the concern be realised.  The concerns 
were documented in the stakeholder’s language, using 
appropriate domain vocabulary; the usual security 
keywords were used (confidentiality, integrity) but the 
discussion naturally introduced other related concerns 
including availability, reliability and provenance.   



 
Table 1. Extract from Asset Analysis Table: Specific Concerns, Impacts and Goals 

(Extracted from) Asset Table 3 Specific DAME Data Asset threats (concerns) 
Data Assets Confidentiality Integrity Provenance  

RR / DS&S  
Could divulge proprietary 
information to 3rd party 

RR / DS&S 
Need to protect 
accuracy of reference 
data 

RR / DS&S. 
Protect the reference source of 
decision data 

Notes 

I Engine Performance III Reliability (L) IV Record decision basis Goal 
C.A Unauthorised Access I.A Loss or Corruption P.B Source of Reference Data Concern 

3.2 Engine Data 
Record Performance. 
(These concerns may 
change if the data are 
deployed outside DAME) 

Medium Low Medium Impact 
 

 
The impact of a concern being realised was classified 

in business terms on a scale from zero (not significant) 
through low and medium to high (prejudicial to part of 
the business for a long period).  It was then possible to 
produce a set of generic concerns (such as reliability), 
which applied to all services, as well as those specific to 
each asset.  Table 1 is an extract from the asset analysis 
table, describing the concerns, impacts and goals 
produced during the security requirements process for 
one asset.  (Goals are described in section 4.4.)  In table 
1, for the data asset “Engine Data Record Performance” 
the stakeholder has expressed several concerns.  One is 
related to confidentiality: the stakeholder is concerned 
about unauthorised access to the asset.  The concern has a 
business impact of Medium and a goal from which it is 
derived; the goal is abbreviated in the table but the full 
title is “To maintain the Confidentiality of Detailed 
Engine Design and Performance Data”.  The DAME 
security requirements capture process identified and 
assessed 20 service assets and 33 data assets. 

When using the black-box view it proved difficult to 
identify concerns with some assets because of their 
composite nature.  Their definition was acceptable for 
functional purposes, but there were significantly different 
concerns, or levels of impact, associated with different 
aspects of the asset.  To avoid non-functional over-
specification these instances were identified and assets 
partitioned accordingly. 

At the transparent-box level, inconsistencies within the 
system can be identified.  As far as possible the asset 
requirements elicitation avoided indirect concerns – those 
that apply to an asset because of a concern on another; 
this is dealt with in the subsequent security analysis.  
However, stakeholders naturally reason about the 
implications of their decisions and this can lead to the 
confusion of primary and secondary concerns in the 
elicitation process.  Traceability is a great help in 
resolving this problem – each concern is traceable to 
something, which may be a primary goal or another 
concern.  Concerns that are traceable to another concern 
can then be examined for relevance. 

One situation where indirect concerns are relevant is 
when a security concern for one asset requires extra 
functional behaviour, which may in turn have a non-
functional concern.  For example, a concern to maintain 
the provenance of an asset implies the need to record the 
lifecycle of that asset.  Recording is a functional 
requirement, but the new asset (the record) inherits a 
concern about its integrity, traceable to the original 
provenance concern. 

One interesting issue that did arise was that real 
requirements are not necessarily static; the impact to a 
stakeholder of some threats depended on the business 
cycle – for example the progress of a new contract.  
These issues were simply recorded, but they complicate 
the later lifecycle of the system, so stakeholders reviewed 
them carefully. 

4.4. Non-functional Goals 

Goal development was carried out as an integral part 
of the elicitation of asset concerns, but it is described 
separately here because of its importance.  Its value is that 
it allows the completeness and pertinence of asset-based 
requirements to be established.  Completeness and 
pertinence was judged by reviewing assets against goals 
and by maintaining traceability from requirements to 
goals, respectively. 

The aim in drafting goals was to produce business-
oriented statements with clear motivation and objectives.  
Goals (for example, table 2) consisted of four parts: Title, 
Owner, overall business impact, and descriptive 
clarification.  

There is a considerable difference between this type of 
goal and top levels goals such as ‘secure’ or 
‘confidential’, which are often quoted in the literature.  
The DAME goals are well suited to their function 
because they define threats, objects of protection and 
motivation, but as a consequence they are harder to elicit 
in abstract: without assets to consider. 

The problem with developing goals in abstract is that 
it is difficult to establish an appropriate level of detail; on 
the other hand it is relatively easy to elicit requirements in 



terms of specific business assets because stakeholders are 
comfortable thinking in terms of assets and concerns.  
One strategy is therefore to establish initial asset 
concerns, and then cluster these concrete examples into 
draft goals, which can be shaped by stakeholders to 
reflect their underlying concerns. 

 
Table 2. A Typical DAME Goal 

Title:  IV: To record the provenance of 
diagnostic decisions and identify 
individuals’ actions in the diagnostic 
process  

Owner: Rolls-Royce and Data Systems & 
Solutions 

Impact: Medium 
Description: The process by which diagnostic 

decisions are made must be recorded with 
sufficient quality to allow the 
investigation of problems or marginal 
decisions after the fact.  Individuals that 
contribute to the diagnostic workflow 
must be accountable for their contribution 
to the process. 

 
In DAME the development of non-functional goals 

using this technique proved very effective; clustering the 
assets concerns suggested seven top-level goals, which 
were then revised by stakeholders and widely agreed.  
The assets and concerns were then rechecked against the 
goals for consistency.  This was an iterative process that 
proved a useful check of the correctness and consistency 
of the asset concerns, and allowed traceability between 
asset-based concerns and business goals.  This is an 
example of the use of two complimentary views, where 
each can be used to crosscheck the validity of the other. 

4.5. Other Non-functional Requirements 

Goals also emerged for other non-functional 
requirements - reliability and availability.  When asked to 
express concerns about business assets, stakeholders do 
not immediately distinguish between different 
requirement types (e.g. security, reliability, etc.), they 
simply state their concerns, which may be related to one 
or more types of non-functional requirement.  This 
demonstrates again the importance of an open elicitation 
process that is not constrained by preconceived security 
checklists, and also that the asset driven approach proves 
to be as suited to capturing other non-functional 
requirements as it is to security. 

It may seem that some non-functional requirements 
relate to behaviour rather than to assets, for example, 
timeliness of a particular function.  However, after further 
consideration it is apparent that this is a concern 
regarding the delivery of an asset.  For example, in 

DAME there is a timeliness concern on completion of 
functional requirements such as Provide Brief Diagnosis, 
but this can equally be expressed in terms of the 
availability of specific DAME outputs. 

4.6. Attackers 

Security risks are characterised by two factors: 
business impact and likelihood of a successful attack.  
The process described in the preceding sections 
determines the concerns or threats, and impacts; 
likelihood is determined by the frequency of attack, the 
type of attacker, the degree of access and vulnerabilities 
or paths in the system that can be exploited.  The last of 
these is a design and implementation issue, but the others 
are best elicited with other contextual requirements.  This 
is not described in detail here, because the process does 
not interact strongly with functional requirements 
management (see 3.2.2, Motivation and Threat Actions in 
[7], for an example). 

In DAME, attacker elicitation was carried out after the 
non-functional goals had been agreed, and the resulting 
profile became another component of the baseline 
context. 

5. Process Interactions and Integration 

The project set out to develop functional and non-
functional requirements.  These processes cannot be 
carried out strictly in parallel, because the security 
requirements process is asset-driven, whereas the 
functional requirements can start with a black-box view. 

The use of boundaries, and the ability to view them 
from either black-box or transparent-box perspectives, is 
a central theme in requirements capture.  Functional 
requirements establish a boundary around the system, and 
to achieve this, the primary focus of requirements 
elicitation is outward.  The same boundary is used for 
security requirements, but the primary focus of attention 
is inwards to the assets of the system.  Security 
requirements elicitation can be carried out only after 
assets have been identified, since it needs to consider both 
the business assets that cross the system boundary, and 
those embedded within it. 

This suggested a serial process from the external 
context to the boundary definition, then to assets and 
concerns.  Such a process would include feedback and 
iteration between each stage and the next; however, our 
work exposed more complex dependencies, which are 
summarised in figure 2. 

Specifying internal business processes elicited 
functional constraints from technical experts, and also 
clarified the understanding of the system boundary.  The 
process of eliciting asset concerns identified requirements 



with both functional and non-functional components.  
Finally the process of goal development added to the 
system context, allowing the asset concerns to be revised 
and the attack environment to be identified. 
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Figure 2. Dependencies between Functional and 
Non-functional Requirements Artefacts. 

 
It is evident from these interactions that functional and 

security requirements processes should not be separated; 
to do so introduces the risk that work based on the 
functional requirements may be negated by changes 
flowing from the non-functional side.  It is equally clear 
that they are not separate processes that can be safely 
merged later in the system lifecycle. 

This evidence suggests the need for an integrated 
approach to functional and non-functional requirements, 
cognisant of the feedback paths identified here.  The 
enabling factor in such a process is the early 
identification of internal business assets, which facilitates 
communication with technical stakeholders as well as 
providing the context for the elicitation of non-functional 
concerns. 

An alternative way of regarding a combined functional 
and non-functional process is that it increases the number 
of views that are employed and consolidated; this 
increases the degree of stakeholder involvement in 
requirements elicitation, by providing a wider range of 
vocabularies with which to describe the system. 

Finally, business pertinence proved to be a useful 
criterion for the amount of asset detail that is needed in 
practice, and building goals by consolidating asset 
concerns also proved very effective, despite its pragmatic 
rather than top-down, approach.  It is a valuable 

technique because it allows the stakeholder to relate asset 
concerns to business goals and allows the concerns to be 
checked for consistency from two perspectives. 

6. Conclusions 

This paper describes a successful attempt to combine 
functional and non-functional requirements processes in a 
significant grid-based project, DAME.  The opportunity 
to document such a project is rare; the experience is 
therefore documented in sufficient detail to expose the 
practical issues that arise in such an activity. 

The planned approach was to use established methods 
to develop both functional requirements (focussing on the 
context and black-box behaviour) and security 
requirements (risk-based), and apply these in series as the 
project progressed.   

However, the experience shows that rather little design 
work is needed to expose the internal business assets of 
the system, but there is a considerable amount of 
feedback between the non-functional and functional parts 
of the process.  This means that a more integrated 
approach is both viable and necessary, and the critical 
step in enabling such an approach is the early 
identification of internal business assets.  Applying a 
business relevance criterion can control the depth to 
which internal detail is exposed, and the resulting process 
greatly benefits the stability of the resulting requirements. 

In summary, it is feasible to integrate current best 
practice in functional and non-functional requirements 
management. Figure 2 illustrates the dependencies 
between the artefacts in a combined process, but the key 
features are that: 
• the top level design is developed to a limited extent, 

since pure black-box requirements do not include 
sufficient concrete assets to allow security 
requirements elicitation; and 

• asset-based elicitation of security requirements is 
closely coupled to the functional requirements 
management process, since it gives rise to functional 
iteration. 

This work also demonstrates the utility of a pragmatic 
approach to developing non-functional goals: 
consolidating high-level goals from more concrete asset 
concerns.  This combines the benefits of goal traceability 
with more apposite goals than are often achieved.   

Finally, although the risk-based asset-driven process 
was adopted because of its relevance to security, it 
naturally extended to a range of other non-functional 
requirements.  This suggests that the combined approach 
recommended here is a good step towards the integration 
of all types of requirements capture. 

This paper documents a practical attempt to combine 
existing security and functionality requirements practice. 



Our conclusions suggest that this is a productive 
approach that justifies further exploration; the next step is 
to conduct further practical work to test the feasibility of 
the tightly-coupled combined process suggested here. 
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